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JIUCT COI'JIACOBAHUA

PABOYAS ITPOI'PAMMA COCTABJIEHA B COOTBETCTBUH C TPEBOBAHUSMU ®ENEPAJIBHOI'O
T'OCYJAPCTBEHHOI'O OBPA3OBATE/IBHOI'O CTAHJAPTA BBICIIIET'O OBPA3OBAHUA (®I'OC BO)

45.05.01 IlepeBop 1 nepeBoAOBeeHUE

rog, Habopa rpynrbl: 2024

IIporpamMmmMmy cocTaBuiI:

Kadenpa O7 MHbopMariioHHbIe CUCTEMBI U TTPOTPaMMHast MH)KeHepHst
[MumkyH BsuecnaB BnaauciaBoBuy, CcTaplimii mpernojaBaTesib

[Tporpamma paccMOTpeHa
Ha 3ace/jlaHUM Kadeapbl-pa3paboTurKa
paboueii nporpamMmbl O7 ¢ opMaliuoHHBIE CUCTEMBI H IPOrPaMMHasi HH)KeHepUsl

3aBenyromumii kadenpoii Cemenosa E.I., a.T.H., pod.

[Tporpamma paccMOTpeHa
Ha 3aceJJaHUM BBITyCKatolleit Kadeapsl

P7 TEOPETUYECKASA U ITPUK/IAJHASA JIMHI'BUCTUKA

3aBepaytommii kKadeapoii Hesszoposa I/1., k.¢.H., 1o




PABOYAS ITPOI'PAMMA JUCIIAII/INHBI
OCHOBBI TH®OPMAIIMOHHOU BE30OIIACHOCTU

Paspensl paboyeii mporpaMmsI

1. HEJIN OCBOEHUSA JNCHUITIINMHBI

2. MECTO INCLHUIIIIMHBI B CTPYKTYPE OOII BO

3. CTPYKTYPA 1 COOEPXXAHWE NUCLIAITJINHBI

4. ®OPMbBI KOHTPOJIA OCBOEHUMA ANUCLIUITIMHBI

5. YYEBHO-METOIMYECKOE 1 UTHOOPMAILIMOHHOE OBECITEYEHUWE OVCLUITIIHBI
6. MATEPUAJIBHO-TEXHMUYECKOE OBECITEUEHWE OVUCHUITJIMHBI

ITpusoxeHusi K padouyeii mporpaMme JUCIMILUIHHBI

o Tlpunoxkenue 1. AHHOTaLMsI paboueli IpOrpaMMbl
¢ TIpunoxenue 2. TeXHOTOTUU U GOPMBI 00yUeHUSA
o [Ipunoxenue 3. OHABI OLIEHOUHBIX CPEJCTB



1. OE/IM OCBOEHUSA JUCILUIIVIMHbBI

Lenbto 0CcBOEHUS AUCLUILIVHEI SIB/IsieTCst (POPMUPOBAHUE CIeAYIOIMX KOMITeTeHLUI:

TICK-2/23 — crnocobHOCTh UCIIOMB30BaTh COBPEMeHHbIe BLICOKOTEXHOIOTHYHbIE TIPOTPaMMHbBIe TPOAYKTHI B
ripoeccOHANLHOM JesiTe/IbHOCTH

OIIK-4 — crocobeH paboTaTh C 3/1eKTPOHHBIMH CJIOBapsIMM, Pa3/IMUHBIMKA HCTOUYHWKAaMH HMH(pOPMAaLUH,
OCYILLeCTB/ATh TIOUCK, XpaHeHHe, 06paboTKy M aHanmM3 WHGOpPMAaLUK, TIpeJCTaBATEL ee B TpeOyemMoM opmarte
C WCTI0/Ib30BaHHEeM MH(OPMAL[MOHHBIX, KOMITbIOTEPHBIX M CETEBBIX TEXHOIOTHN

OIIK-5 — crocobHOCT MOHMMAaTh NPUHLUMIBI paboThl COBpeMeHHbIX HH(OPMALMOHHBIX TEXHOJIOTHHA U
WICTO/b30BaTh KX JJIs pellleHrs 3a/ad rpogeCcCUOHaNbHON fesTeTbHOCTH

@®opMHpOBaHHIO KOMIIETEHLUI CTYKUT [JOCTIDKEHHE CIIeAyIOIIUX Pe3y/IbTaToB 00pa3oBaHMUsI:
IICK-2/23

3HAHUS:

TporpaMMHble MeXaHHU3Mbl U METOZbI peaii3aliii CUCTeM 3allUThl MH(opMaLuy;

peanu3alusi MexXaHW3MOB pasrpaHUuyeHds [JOCTyIa II0/b30BaTesied K pecypcaM pacripefesieHHOMN
crcreMbl 06pabOTKM MHPOPMALIMK W KOMITBIOTEPHOU CeTH;

YMeHus:

MIPUMEHSTh TIO/lydeHHble 3HAHWS B TMPaKTHKe TIIOCTPOEHHs 3alllWIeHHBIX cucTeM 00paboTKu
nH(popMaryy, BKIouast KoH(HAeHIMaIbHY0 HHbOpMaLuio U 06paboTKy repCcoHa/IbHBIX JaHHBIX;

HABbIKU:

00OHapy)XMBaTh KOMITbIOTEPHbIE BHPYChI Pa3/MYHBIMUA CIIOCOOAMH U TIPUMEHSITH MeTOZAbI O0phOBI C
BHUpYCaMH pa3nu4yHOM PUPOJBI.
OIIK-4

3HAHUA:

MeTo/ibl ayTeHTU(UKAL[K B COBPEMEHHBIX OIepallOHHbIX CUCTeMax U CrieljasibHble CPe/iCTBa 3alllThl
vHbOopMaLy;

KJ1acCU(UKALMST KOMIIBIOTEPHBIX CUCTEM T0 YPOBHIO 3alUILeHHOCTH;

K/1accu(UKaLys yrpos;

MeTO/Ibl OpraHu3aliM 3alllMIlleHHBbIX KaHa/loB Tiepefaud HMHGOpMalliKd uepe3 KOMIIbIOTEDHbIE CeTH
00I11ero MoJib30BaHMsI;

YMeHus:

TIPUMEHSTh TIO/lydeHHble 3HAHWS B TPaKTHKe IIOCTPOEHHs 3allWIeHHBIX CHUCTeM 00paboTKu
vH(OpMaLWy, BKJIIoYast KOHGH eHLMaIbHY0 HH(GOPMaL0 U 00pabOTKy MepCOHaIbHBIX [JaHHBIX;

HABbIKU:

paborars ¢ uH(popMaLrel orpaHUYeHHOTO JOCTYyTIA.
OIIK-5

3HAHUA:

pas3/IuMs 3aIuThl (PU3NUeCKOl, OpraHU3alliOHHOM, MaTeMaThyeCcKOW 1 TIPOrPaMMHOMT;

MO/IeJT ¥ MeTOZbI TIOCTPOEHHS 3aIlUILeHHBIX CUCTeM 00paboTKi MHGOpPMaLK;

YMeHusi:

TIPUMEHSTh TIOMyueHHble 3HAaHWUS B TIPAKTHKe TIOCTPOEHWs 3alllMIIeHHbIX cucteM 00paboTKu
nH(opmMaryy, BKIouast KoH(HAeHIMaIbHY0 HHbopMaLuio 1 06paboTKy repcoHaIbHBIX JaHHbIX;

HABbIKU:

TIPUMEHSITh ITPOrpaMMHoOe obecrieyeHue /i71si pa3rpaHIyeHys 0CTyIa K MHPOPMALIH.



2. MECTO ANCIIMIIVIMHBI B CTPYKTYPE OOII BO

Jucoynrimnaa OCHOBBI HH@OPMAHHOHHOPI BE3OITACHOCTMU sBnsieTcst AUCIUATITUHOMN
o0s13aTeIbHOI yacTH 6;10Ka 1 MporpaMMbI IOATOTOBKY 110 HaripaBieHuto 45.05.01 Ilepegod u
nepesodogedeHue.

CopepxaHue [UCLMIUIMHBL SIBASIETCA JIOTMYeCKUM Ipogo/pkeHueM gucuuiuiviH: BBEJEHUWE B
NH®OPMAIIMOHHBIE TEXHOQOJ/IOI'Y, NMH®OPMAIIMOHHBIE TEXHOJ/IOI'NU n
ITPOI'PAMMMWPOBAHUE.

Cojep>kaHue JUCIUIIIMHBL SIBJISIETCSI  OCHOBOM A/l OCBOEHMS JWCLMIIVH: IIO,HFOTOBKA K
IMPOLEAYPE 3AIINTHI 1 3AIIIUTA BBIITY CKHOU KBAJINOUKAIIVNOHHOUM PABOTHI.

[penBapuTebHBIE KOMITETEHI[H, COPMHUPOBaHHBIE Y 00yUarOIerocs /10 Hauasia u3yueHus TUCLATUTAHBL:

e OIIK-5 — CrniocobeH MOHUMATh TIPUHLIUIILI Pab0TEI COBpeMeHHBIX MHPOPMALIMOHHBIX TEXHOJIOTUN U
WCTO/b30BaTh UX JJIs pellleHus 3a/iad rpodeCcCUOHaNbHON fesiTeTbHOCTH

e [1K-94 — cnocobeH K ynpap/eHH0 HH($OpMaLyel U JaHHBIMH, TIOUCKY UCTOUHHKOB HH(OpPMaLy U
[JAHHBIX, BOCIIPUSITUIO, aHa/IU3y, 3allOMUHAHHIO U Ilepejjade HH(POPMaLIMK C UCII0/b30BaHKeM L{U(PPOBbIX
CpeJiCTB, a TAaK)Ke C IIOMOIIBI0 aTOPUTMOB IIpY paboTe ¢ MoTyYeHHBIMH U3 Pa3/IUYHbIX UCTOYHHKOB
JAHHBIMHU C 11e/1b10 3¢ QeKTUBHOTO MCII0/IH30BaHUs TI0/TyuYeHHOW HH(OPMALUK AJIs pelleHus 3aa4y

e [TK-95 — criocobeH K KpUTHUECKOMY MBILIEHHIO B LIMGPOBOI cpefie, OLjeHKe WHGOpPMaLuy, ee
JIOCTOBEPHOCTH, TOCTPOEHUIO JIOTUUECKHUX YMO3aK/TIoueHUM Ha 0CHOBAaHMU MOCTYMAIIKUX WHGOopMaLuy
U JJaHHBIX



3. CTPYKTYPA U COAEPXKAHUE JUCIIUII/INHBI

OO0111as TPY/I0EMKOCTh JUCITUTUTUHBI COCTaB/sieT 3 3.e., 108 u.

3.1. Copeprxanue (JUAAKTHKA) JHCLUATUTHHBI
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Paspen 1. IlonsTHe 0 3amuTe MHGOPMALMH, BU/bI 3aIUILAeMOH
5 9 undopmauu. VinpopmaronHasi 6e30macHOCTb B CUCTEME 11 1 1 0 10 10 10 10
HaL|MOHa/IBHOI Ge3onacHocT Poccuiickoit depepariyu.
Paspen 2. CTPYKTYpbI H OCHOBHBIE 3a/jauHl CJIy)K0bI Ge3onacHocTH
5 9 npeaAnpHATHA. 2.1. DTanbl NpoLjecca OpraHu3alii CUCTEMBI 3aILUThI 12 2 5 0 10 10 10 10
vHbOpPMAaLK TIpeANpUaTys. 2.2, 3aiuTa MHPOPMAaLMH B IMHUAX CBSA3U.
2.3. CTpYKTypa COBPeMEHHbIX Te/le(pOHHBIX Kabe/TbHbIX CeTeil.
Pazpen 3. MeToab! HapyieHHs1 KOHQH/IEHIIMA/IbHOCTH, 1{e/I0CTHOCTH
5 9 U AoctynHocTH uHGopmanuu. Criocobbl KOHTaKTHOrO U 6ECKOHTAKTHOTO 14 4 2 2 10 10 10 10
cbema MH(GOpMaLH.
Paspaen 4. 3amuTra uHdop B COBP x nHGopmary X
cucremax. 4.1. BosmoxxHoctH ataku Ha OC, ux knaccudukanus. 4.2.
5 9 TMaponbHas 3auura I[1K. B3nom naposneit Windows NT u UNIX. 3aumra 16 6 2 4 10 16 10 10
ot B3/10oMa. 4.3. UaeHTuduKaus 1 ayreHTUdUKaLus nosb3oareseid OC.
Windows, UNIX, Linux. 4.4. ®opmasbHble MOZie/I1 3allMIaeMbIX CHCTEM
1 UIX IpUMeHeHue B coBpeMeHHbIX OC.
Paspgen 5. MeToapl M Ccpe/iCTBa oOrpaHHYeHHUs A0CTyIa K pecypcaM U
komnonenTam IIK. 5.1. 3auyra nporpamm. 5.2. MeTozibl 1 cpeficTBa
5 9 TIPUBSI3KHM MPOrPaMMHOr0 06ecIieyeHH s K arnapaTHoMy OKPY>KeHHIO 1 10 2 2 0 8 10 10 16
¢usrueckum HocurenaM. 5.3. TeXHOMOrUs XpaHeHHUs! K/TIoYeBOi
nHbopMaLyK.
Paspen 6. OcHoBHBIe yrpo3sl GesonacHocTH cereil. 6.1. Mozenu yrpos.
5 9 6.2. Mogenu poTHBOAeHCTBYS yrpo3am 6e3omacHOCTH. 6.3. OCHOBHBIE 12 6 P 4 6 14 10 10
TpeboBaHMs K HOPMUPOBAHMIO 1 UCTIOH30BaHMIO FIMEH TI0/Tb30BaTe el 1
riaposieii B cetu. 6.4. MeTto/ibl ayTeHTH(UKaLMK 110/1b30BaTe/Ie B CeTH.
Paspen 7. Atraku u3HYTpH cucTeMsbl. Bupbl, Kiaccudukanust u
Croco0bI 3aIMThI. ATAKH CHApY)XH. 7.1. Pa3HOBHAHOCTH BUPYCHbIX
5 9 nporpamM. 7.2. CKaHepbl BUpycOB. 7.3. CeTeBas 3aljura, OpaHaMayapbl, 12 6 2 4 6 10 10 14
JleMUIMTapH30BaHHBIe 30HbI U UaCTHBIE BUPTYa/bHbIe CeTH. 7.4. CUCTeMbI
0GHapy KeHHs! CETEBOTO BTOPIKEHHS.
Paspen 8. BesonacHocTs MiHTepHeTa. 8.1. PaspyunTenbHble
5 9 TPOrpaMMBbl: BUPYChI, YePBH, TPOSIHCKIE KOHH, MOOH/IbHBIE IIPOTPaMMEI. 10 4 1 3 6 10 16 10
8.2. Be30nacHOCTb 3/1eKTPOHHOM MOUTHI.
Pazpen 9. Kpuntorpaguueckue MeToAbl 3amuThl HHGopMaiuu. 9.1.
5 9 HedopmanbHble nonsitust o mmdpax 9.2. ludposanus u felmdpoBaHye. 11 3 3 0 8 10 14 10
9.3. Maremariueckre OCHOBBI Kpunrorpaduu. 9.4. ANropUTMBI
K(pPOBAHUS.
Bcero 3a 9 cemecTp 108 34 17 17 74 100 100 100
Bcero no gucuuninHe 108 34 17 17 74 100 100 100
3.2. AyAMTOPHBIA MPAKTHKYM
Oo0neMm,
Ne Homep 1 HauMeHOBaHUe
Tema MNPAKTHYE€CKOIr0o 3aHATUA dayA.
n/n Pa3ae/ia JUCIUIIINHbI
JdacoB
Pasgen 3. Metopl HapyLeHUs
A A Py IMpakTrueckast pabota Nel — «Pa3paboTka 3alUIieHHBIX
KOHCl)I/I,IIEHL[I/Ia]'IbHO CTH, v v
1 NpuaoKeHuH. ITporpaMMHoe yrnipaB/ieHUe Y4eTHOM 2
LEe/JOCTHOCTU U AOCTYITHOCTH
3anucero. [TonuTrka 6e30IacHOCTH. »
vHbopMaLuu.
Pa3pen 4. 3aumra nHdopmarmu B(IIpaktuueckasi pabota Ne2 — «YIipaB/ieHHe TIpaBaMH.
2 COBPpEMEHHbIX I/IHd)OpMaL[I/IOHHLIX AnHanus YCTaHOBOK 6e30I1aCHOCTUA CUCTeMBbI U HpI/IBI/IJIEFI/Iﬁ 4
crucremMax. T10/Ib30BaTeIeH. »
I[Mpaktuueckasi pabota Ne3 — «Peanm3ariysi MeXaHU3MOB
3 Pazpen 6. OcHOBHBIE yrpo3bl pa3rpaHUYeHus AOCTYyIIa MoJ/ib30Baresield K 00beKTaM 4
Oe3omacHoOCTH ceTei. IM3BM. 3ammuTa pabourx cTaHLuid, paboTaromux mof,
Windows.»
Pa3pen 7. Ataku U3HYTpU
A yp IMpakTrueckas pabota Ned — «MozienMpoBaHue aTak Ha
CHUCTEMBEI. BI/IALI, KJIaCCI/I(bI/IKaL[I/IH o o
4 host u gelicTBuii o ux orpakeHuro. MozenupoBaHue aTak 4
Y Crioco0bl 3aIUThI. ATakKu
Ha web-y3em.»
CHapy»>XHu.
5 |Pa3gen 8. be3onacHoCTb ITpakTrueckasi pabora Ne5 — «HacTpoiika poToKo/a 3
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NurepHera.

JTUHaMHueckou Mapipytu3arpu RIP. Pa3paborka IP-
ajpecaryu.»

| Bcero 3a 9 cemectp 17 |
3.3. CamocrosiTennbHas padora crygenrta (CPC)
Ne | Homep 1 HauMeHOBaHHe Oomem,
Cojep)xaHue yueGHOro 3aJaHus
n/n | paspesa JUCIMIIIMHBI 4acoB
Pazpen 1. ITonsitue o
| [ammTe I/IH(i)OpMaLH/II/I, N3yuenne TIP€/lyCMOTPEHHBIX MIpOrpamMMoi JUAaKTHYe CKUX 10
BU/IbI 3allIMLIIAeMOU e/IMHUL] [10 peKOMeHlyeMOH JIuTeparype
vHbOpMaIUH.
Paspen 2. CTpykTypsl U
o  |OCHOBHbBIE 33/auK cIy>KObI |3yueHue nipelyCMOTPEHHBIX NIPOrPaMMOii IMaKTHUe CKHX 10
Ge3omacHoOCTH e/IMHUL] 110 peKOMeH/lyeMOH JIuTeparype
NpeSIpUsATHS.
3 Paspnen 3. Metozp! N3yyeHue nipelyCMOTPEHHBIX MPOrPAaMMOM AUJAKTAYE CKUX 6
HapyleHus eZIMHULI TI0 peKOMEeHyeMOii JinTeparype
KOH(UIeHINATEHOCTH, .
1{e/0CTHOCTH 1 IMToAroToBKa K MPaKTHYeCKOU pabote Nel — «Pa3paboTka 5
4 JOCTYIHOCTH 3alUIIIeHHBIX NPUWIoKeHul. IIporpamMmmHoe yripas/ieHue y4eTHON 4
MH(OpPMALHH. 3anuchto. [TonmTrka Ge3omacHOCTH», 0pOpMIIeHHE OTYeTa.
5 Paspen 4. 3amura N3yyeHue nipe1yCMOTPEHHBIX MPOrPaMMOM AUJaKTHYE CKUX 6
uH(bOopMaLiy B e/IMHUL] 110 peKOMeHlyeMoi iuTepaType
COBPEMEHHBIX IMoaroToBKa K mpakTuyeckoi pabote Ne2 — «YmpaBieHue
6 |MHGOPMALMOHHBIX rpaBamMH. AHa/lM3 yCTaHOBOK 0e30MacHOCTH CUCTEMBI U 4
cucTemax. TIPUBWIETHI MO/Ib30BaTeneii», 0oopM/eHre OTyeTa.
7 W3yueHue npeyCMOTPEHHBIX IPOrPaMMON AN aKTHUe CKUX 4
Pasgen 5. Metoge! u e/IMHUL] 110 peKOMeH/lyeMoi iTepaType
Cpe/CTBa OrpaHUYeHUA IToaroroBKa K rpakTuueckoit pabore Ne3 — «Peanu3ariys
8 AOCTyTIa K peCypcaM 1 MeXaHHU3MOB pa3rpaHUueHus JI0CTYyIa MOIb30BaTe/iel K 00heKTaM 4
KomroHeHTaM [1K. [I3BM. 3arura pabourx craHiui, paboratompx mog Windows»,
ogopmM/ieHre oTYeTa.
9 N3yuenue Tpe/lyCMOTPeHHBIX NIpOrpamMMoM JUaKTHYeCKUX 4
Pasen 6. OcHOBHEIe eIMHUL] 10 peKOMEH,Z[yeMOI/IvJII/ITepaType
YTPO3bI 6E30MACHOCTH IToAroroBKa K IpakThueckoi pabore Ne3 — «Peanmehum
10 |cereit. MeXaHU3MOB pasrpaH1yeHHs 10CTyTa Mo/b30BaTesel K q6LeKTaM 9
[IOBM. 3amuTa pabounx ctaHLuid, paboTaroimux mog Windows»,
TOChIJIKAa OTYeTa M0 /1eKTPOHHOM MouTe MperofaBaTesito.
11 Paszen 7. Ataku usHytpu |(M3yuenue TpeAyCMOTPEeHHBIX MpOrpaMMON AUJaKTAYeCKUX 4
CUCTeMBbl. Bugpl, e/IMHUL] [10 peKOMeHlyeMOi iTepaType
K/1acCU(UKaLKst U IMoaroToBka K mpakTudeckoii pabote Ned — «Mo/jeTupoBaHue
12 |crocoOsl 3aiUThL. ATaKM |atak Ha host U ieficTBHIA 10 WX OTpakeHHMI0. MogieTMpoBaHue 2
CHapyXH. arak Ha web-y3emn», oopmiieHre oTyera.
13 N3yuenue Tpe/lyCMOTPeHHBIX NIPOrpamMMOoM JUaKTHYeCKUX 4
Pasen 8. Be3onacHoCTs eIMHUL] 10 peKOMeH,qyeMonvnmepaType §
ViHTepHeTa. [TogroroBka k HpaKTI/I‘JEC‘IJ(OI/I pabore No5 — «HacTtpotika
14 MPOTOKOJIa IMHaMUUeCKol Mapiipytusanuu RIP. Pa3paborka IP- 2
azipecaryn», ohopMieHHe OTUeTa.
Pazgen 9.
15 Kpurrrorpaguyeckue N3yuenue Tpe/lyCMOTPeHHBIX NIpOrpamMMOM JUZaKTHYe CKUX 8
MeTO/IbI 3aL{UThI e/IMHUL] [10 peKOMeH/lyeMOH iTepaType
H“H(pOopMaLYH.
Bcero 3a 9 cemectp 74
7 25631



4. ®OPMbI KOHTPOJII OCBOEHUSA TNCLHUIIVINHBI

CEMECTP HEJEJ/IM CEMECTPA
12|34 5 6 7 8 9 10 11 |12)13/14] 15 (16 17
Ortu. no Otu. no | | Otu. o Ortu. no Ortu. no Bomnp.dud.3aq,
9 I3 AP 13 I13 AP 13 I13 AP mud. 3au.

Ycii0BHBIe 0003HAUCHUSA:

[P — nuarHocTrueckasi paboTa;
Ortu. no 13 — oTyeT No MpakTUUeCKOMY 3a/laHHIO;
Bomnp.Iud.3au — Bonpock! K AnddepeHIIMPOBaHHOMY 3aueTy;
mud. 3au. — auddepeHIMPOBAHHEBIHN 3a4erT.

Tekymuii KOHTPOJ/Ib YCIIeBaeMOCTH CTYeHTOB IPOBOJUTCS B AVCKPETHBIE BpeMeHHbIe NHTepPBasbl B

cnenyrommx dpopmax:
¢ IMarHocTUYeckas pabora;

e OTYeT I10 PaKTUYECKOMY 3a/laHHIO;
e BOIIPOCHI K NP PepeHIIIPOBaHHOMY 3aueTy.

IIpomexxyTouHas arTecranus IIPOBOJUTCS B hopMax:

e uddepeHIMPOBAHHBIN 3aYerT.
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5. YYEBHO-METOJIMYECKOE 1 TH®OPMAIIMOHHOE OBECIIEUEHUE
TCIUATUIVHBI

5.1. OcHOBHas iMTeparypa no JUCLUILIMHE:

1. A. B. babam, E. K. Bapanoga. . Kpuntorpaguueckue Mmetozb! 3amutel nHGopManuu. M.: KuoPyc, 2018,
70 3K3.
. A. Tonacmurt. . BectipoBo/iHbIe KOMMYHUKalLMU. M.: TexHocdepa, 2011, 5 3K3.
. A. TI. TTatubparos, JI. I1. T'yasiHo, A. A. KupuueHKO. . BeIUMC/IUTEIBHBIE CUCTEMBI, CETH U
TesekoMMyHUKaluu. M.: KHoPyc, 2017, 60 3k3.
. B. Y. SIpoukuH. . UadopmaimonHas 6e3omacHOCTb. M.: Akagiemuueckuii ITpoekt, 2006, 48 k3.
. B. JI. Bpoiizo, O. I1. VnbuHa. . BerunciutensHble CUCTEMBI, CETH U TeleKoMMyHUKayu. CI16.: TTutep,
2007, an. pec.
. B. JI. Bpotizo, O. I1. VinbuHa. . Beuuc/IUTeIbHBIE CUCTEMBI, CETH U TesleKommyHuKarmu., CIT0.: ITutep,
2011, 27 3K3.
7. B. I1. MenbHukoB, A. Y. KynpusiHos, T. FO. Bacuibera. . IHdopMaririoHHast 6e30macHOCTb. M.:
PYCAMHC, 2017, 70 3k3.
8. C. A. XXpanos, H. 0. VBaHoBa, B. I. Manaxuna. . OnepanjioOHHbIe CUCTEMBI, CETU U UHTEPHeT-
TexHonoruu. M.: Akagemusi, 2014, 15 3k3.
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5.2. JlononHUTeNbHASA TUTeparypa 0 JUCLUIUIVHE:

1. A. B. Ba6am, I. T1. Ilankun. Kpunrorpadus. M.: COJTIOH-IIpecc, 2007, 3 3K3.
2. C. bepser, C. Isiin. Kpunrorpadus. OduimansHoe pykoBogcTBo RSA Security. M.: BMUHOM, 2007, 3
9K3.

5.3. Ilepuoguyeckue U3gaHust:
1. MogenupoBaHue U aHau3 UH(GOOPMALIMOHHBIX CHCTEM.

5.4. TlepeueHb peCcypcoB HH(POPMAI[HOHHO-TEIEKOMMYHHKAIIMOHHOH ceTy "VIHTepHeT", HeOOXOAUMBIX J1/IsT
OCBOEHUS! TUCIUTUINHBI, 3/IeKTPOHHbBIE OMOTHOTEUHbIE CUCTEMBI:

1. http://www.intuit.ru/department/security/secbasics/ — HOY MHTYUT | OcHoBbl MHPOPMAIIMOHHOM
6e3omnacHocty | MHbopmarys;

2. http://www.intuit.ru/department/security/secst/ — HOY MHTYUT | Crangaptsl HHGOPMALIMOHHOM

6e3omacHocty | Uabopmanys;

. https://urait.ru/ — O6pa3oBaresnsHas ratdhopma «HOpaiiT». 111 By30B U CCY30B.;,;

. http://e.Janbook.com/ — DBC JlaHs;;

5. http://library.voenmeh.ru/jirbis2/ — P“P»P°PIPSP°CI]I; — ®yHaameHTanbHas oubmuoreka BI'TY
«BOEHMEX» um. [1.®D. YcTHHOBa;

6. http://library.voenmeh.ru/jirbis2/ — ®ynnamenTansHas oudbmroreka BI'TY «BOEHMEX» um. [.®.
YCTHHOBA;

7. https://urait.ru/ — ['maBHasi — O6pa3oBatesbHas ratdopma FOpaiit. [Ij1s1 By30B U CCY30B.;

8. http://library.voenmeh.ru/ — ®yngamenranpHas oubnmuoreka BI'TY «k BOEHMEX» um. 1.®. YctuHoea.
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CoBpemeHHbIe TIpo¢eccHoHabHbIe 0a3bl JaHHBIX:

1. https://rusneb.ru — HatrionasibHast 3/1eKTpoHHast oubmoreka (HOB);

2. https://cyberleninka.ru/ - HayuHast snekTpoHHast 6ubnioreka «KubepieHuHKa»;
http://www.rfbr.ru/rffi/ru/library - TTonmHoTeKkcTOBast 3/1eKTpoHHast buboTeka Poccutickoro doHia
(yHIaMeHTalbHBIX UCC/Ie/IOBAHUH.

WHdopmalioHHbIe CTIpaBOYHbIE CHCTEMBI:

1. Texakcriept — MH$OpPMaLMOHHBIN TIOPTa/ TEXHUYECKOTO pery/iupoBaHust: HopMel, paBu/ia, cTaHAapThl
P®D;

2. http://library.voenmeh.ru/jirbis2/index.php?option=com_irbis&view=irbis&Itemid=457 - b1 TOCTog
cobcreenHoM redepatud BI'TY "BOEHMEX" um. 1. ®. YCTHHOBA,

3. http://www.consultant.ru/- KoncynsraatlIntoc- nHGOpMalMOHHBIN TOPTas MPaBOBOI WHGOPMALUH.

5.5. TIporpaMMHOe 0becrieueHue:



1. LibreOffice;
2. Linux.

5.6. nopmalrioHHbIe TeXHOIOTUH:

B3anMogeiicTBre ¢ obyuarouumucs nocpegcrsom SMOC Moodle BI'TY «k BOEHMEX» um. [I.®. YctuHOBa.
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6. MATEPUAJ/IBHO-TEXHUYECKOE OBECIIEYEHUWE JUCITUII/INHBI

6.1. JleKijnoHHbIE 3aHATHSA:

CreLa/IM3UpOBaHHbIe TpeOOBaHus 110 000PYZAOBaHMIO OTCYTCTBYIOT; ayAUTOPHUS C TIOCAZOUHBIMU
MeCTaMHU I10 KOJIMYeCTBY CTYZIeHTOB; [OCKa.

6.2. IIpakTHyeckue 3aHATHA:

1. ITpoekTop;
2. LibreOffice;
3. Linux.

6.3. IIpouee:

1. pabouee mMecTo TperofiaBare;isi, OCHaIlleHHOe KOMITBIOTEPOM C JJ0CTYTIOM B VIHTepHeT;
2. paboume MecTa CTy/IeHTOB, OCHAIl|eHHble KOMITBIOTEepaMH C JOCTYTIOM B VIHTepHeT, rpeiHa3HaueHHbIe
Ju1s1 paboThI B 37IeKTPOHHOM 00pa3oBaTe/lbHOM cpefie.
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ITpunoxenue 1
K paboueii mporpaMme JUCIHTTHHBI
OCHOBBI NTHO®OPMALIMMIOHHOU BE3OIIACHOCTH

AnHoTanusa paboueii nporpaMMsl

Iucipnmuda OCHOBBI MTH®OPMAIIMOHHOWM BE3OIIACHOCTU sBnseTcsl AMCLUILUIAHOM
obsa3arennbHOW uYacTd O0ka 1 mporpaMMel TOATOTOBKHM 10 HampaBieHuio 45.05.01 Ilepegod u
nepegodogedeHue. JuciurmHa peanu3syeTcs Ha (akynbreTre O EcrectBenHoHayuHbli BI'TY "BOEHMEX"
uMm. [J.®. Yerunosa kadenpoit O7 VHbopMalioHHbIe CHCTeMbI U TIPOTPaMMHasT MH)KEeHepHsl.

[OuciuniavHa HaljesieHa Ha GOPMUPOBaHUe KoMNnemeHYuli:
IICK-2/23 crnoco6HOCTb WCII0/b30BaTh COBPEMEHHBIE BbICOKOTEXHOJOTUUHBIE IIPOrPAaMMHBIE TPOAYKTHI B
npodeccHoHaNIbHOM [IesITeNbHOCTY;
OTIK-4 criocobeH paboTaTh C 97€KTPOHHBIMU CJOBapsMM, pa3/WUYHBIMH WCTOUHMKAMH WH(OpPMAIWH,
OCYIIeCTB/ISATh MOWCK, XpaHeHHe, 00pab0TKy ¥ aHanrM3 MHPOPMALUHU, IIPe/ICTaB/IsATh ee B TpebyeMoM dopmare C
WCIO/Ib30BaHNEeM MH(OPMAaLIMOHHBIX, KOMITBIOTEPHBIX U CETEBBIX TEXHOJIOTH;
OIIK-5 croco6HOCTs TOHUMAaTh TPUHLMIEBEI PabOTBl COBpEMEHHBIX WH(GOPMALMOHHBIX TEXHOJNIOTHHA WU
WICII0/1b30BaTh UX /I pellleHus 3a7a4 IpodeCcCcuOHaIbHOM JesaTeIbHOCTU.

Copep>xaHue OUCLMIUIMHBI OXBaTbIBaeT KPYr BOMPOCOB, CBSI3aHHBIX C OCHOBHBIMHM TIOHATHSMU U BUJAMU
3aluiaeMoli  MHQOpPMAalMM, TPOLIeCCOM OpraHM3allui CUCTeMbl 3alllUThl  TIPEeATIPUSITUS, yTeuKaMu
vH(bopMaLMy, MeToaMH 3aluThl UH(pOPMaIMK U anropuTMamu 1mdpoBaHus. PaccMaTpuBarOTCs OCHOBHBIE
CTIoco0bl TIPOHUKHOBEHUsI BUPYCOB B MH(OpPMAaI[MOHHBIE CUCTEMBI U CETH, BH/IbI BUPYCOB W 3all[UTa OT HUX,
(opMasibHbIe MOZIENIM 3AIUIAEMBIX CUCTEM W UX NpuMmeHeHuwe. CeTeBas 3amura U 06e30MacHOCTL web u
3/IEKTPOHHOM TOUTHIL.

[IporpamMmoii JUCLUITIMHEI TTPelyCMOTPEHBI CJIe/IyIOIIie BHABI KOHTPOJIA:

TeKyImuil KOHTPOJIb YCIIeBaeMOCTH CTY/[eHTOB TIPOBOJUTCS B JUCKPETHBIE BpeMeHHbIe NHTePBaJIb B
cnenyromumx dhopMax:
e MArHOCTUYECKas paboTa;
e OTYeT 10 NMPAKTUUECKOMY 3a/|aHHIO;
e BOMPOCHI K AuddepeHI[IPOBaHHOMY 3ay4eTy.

IIpomexyTouHas arTecTalusi TIPOBOJUTCS B hopMax:
e muddepeHITMPOBAHHLIN 3aUeT.

OO01jas  TPy/I0EMKOCTb OCBOEHHUSI AUCLUIUIMHBI cocTaBiasgeT 3 3.e., 108 u. TIporpamMMo# AWCIUITUHBI
MpeJyCMOTPEHbI JIeKIIMOHHBIE 3aHATHSA (17 u.), mpakTtuueckue 3aHsaTHs (17 4.), camocTosiTesibHass pabota
crygenra (74 a).
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IIpunoxenue 2

K pabouyeii mporpaMme JUCIATTHHBI
OCHOBBI NTHO®OPMALIMMIOHHOU BE3OIIACHOCTH

TEXHOJ/IOI'U 1 ®OPMbI OBYUYEHUSA

PekoMeH/Jaliiy 110 0CBOEHHIO JUCHUILTHHBI /I CTyAeHTa

TpynoeMKOCTb OCBOEHMS JUCLMITIMHEI cocTaBigeT 108 4., u3 HUX 34 4. ayJUTOPHBIX 3aHATUM, U 74 4.,

OTBeZIEHHBIX Ha CaMOCTOSITE/IbHYIO PaboTy CTyzeHTa.

PekoMeH/IalIMM  TI0  pacrpe/ie/ieHHI0  yueOHOrO BpeMeHHW M0 BH/]AM CAMOCTOSITE/TBHOM paboThl |

pasjeniam JVCIUI/IMHLI TIPUBE/IeHbI B TabTHIIE.

KoHTponb 0CBOeHUMs! AWUCLMIUVIMHBI TIPOM3BOAWUTCS B COOTBeTCTBUM C IlonokeHHMeM O TeKylleM,
py6eKHOM KOHTPOJIe YCIIeBaeMOCTH U TIPOMEKYTOUHOM aTTecTariiy 00yJarouxcsl.

®opMBbl KOHTPOJISI M KPUTEPUH OLIeHUBAHUs TIPYBe/ieHbl B TPUIOKeHHH 3 K Paboueii mporpamme.

HaumeHoBaHue padoThI

PexkomeHpiyemMasi iuTeparypa

TpyRoeMKOCTB,
Jac.

Pazgen 1. IToraTHe 0 3amuTe HH(pOpMaIUK, BUAbI 3aljUIaeMoi nHGopMaum.

W3yuenue npefyCMOTpeHHBIX TIPOrPaMMOi
UIaKTHUYeCKUX eJUHULL TT0 peKOMeHZlyeMoii iuTepaType

A. B. Babam, E. K. BapaHoga. .
Kpunrorpaduueckiie MeTobl
3alUThl HHGOOPMaLuu: M.:
KunoPyc, 2018 (1)

A. 1. ITatubparos, JI. I1. T'yabiHO,
A. A. KupuueHko. .
BbIunc/iTe/TbHbIE CUCTEMBI, CETH
Y TeJIeKOMMYHHKaLuu: M.:
KnoPyc, 2017 (8)

10

Wroro no pa3geny 1

10

Paspen 2. CTPpyKTyphbl U OCHOBHbIE 3aa4H C

JIy)KObI 0€30MacHOCTH NpPeANpPUSITHSA.

V3yyeHue rpesyCMOTPEHHBIX TIPOrPaMMO
[UIaKTUYeCKUX eJUHUL] IT0 peKOMeHZyeMOli TuTepaTrype

A. B. Bab6a, E. K. BapaHoga. .
Kpurnrorpadrueckrie MeTozbl
3amuyThl UHGOpMarmy: M.:
KunoPyc, 2018 (4)

B. I1. MenbHukoB, A. 1.
Kynipusinos, T. FO. Bacunbesa. .
NndopmarioHHas 6e301acHOCTb:
M.: PYCAMHC, 2017 (1)

A. 1. ITatubparos, JI. I1. I'yabiHO,
A. A. KupuueHko. .
BerunciirenbHbIe CUCTEMBI, CETU
U TeJIeKOMMYHUKay: M.:
KnoPyc, 2017 (8)

10

Wrtoro no pa3geny 2

10

Pa3pen 3. MeToabl HapyleHus KOH(PUAEHIIHATbHOCT

U, I[eJIOCTHOCTH M JOCTYITHOCTH HH(opManum.

W3yueHnue rpefyCMOTpeHHBIX IPOrPaMMOM

A. TI. ITsatubparos, JI. IT. T'yasiHo,
A. A. KupnueHko. .

JMIaKTHUeCKUX eJUHHI] IT0 peKOMeH/IyeMoii uTeparype | BBIUMC/IMTE/bHBIE CHCTEMBI, CETH 6
Y TeJIeKOMMYHHKaLuu: M.:
KnoPyc, 2017 (8-9)
A. B. Babam, E. K. BapaHoga. .
. Kpurnirorpadryeckrie MeTobI
IToaroToBKa K MPaKTHUeCKOH pabote Nel — «Pa3paboTtka sawuTH MHpOpMaLyK: M.:
3AUIMIEHHBIX TPU/IOKEHHUH. ITporpaMMHOe yTipaB/ieHue KuoPyc, 2018 (1) 4
YUeTHOM 3amuchio. [TommuTrKa 6e30macHOCTH», B. I1. Me/bHuKoB, A. U.
odopm/IeHHe OTYeTa. Kynpusnos, T. FO. Bacunbesa. .
VnadopmaroHHast 6e30macHOCTb:
M.: PYCAMHC, 2017 (2)
Uroro no pa3geny 3 10

13
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Pazgen 4. 3amura nHpopManuu B COBpeMeHHbIX HH()OPMaHOHHBIX CHCTEMaXx.

W3yuenue ripefycCMOTpeHHBIX TIPOTPaMMO
UIaKTUUeCKUX eJUHULL TT0 PeKOMeHyeMoli iuTepaTrype

IMToAroToBKa K TpakTHyeckoi pabote Ne2 — «YmpaBnieHue
npaBaMu. AHa/IN3 YCTAaHOBOK 0€30MacHOCTA CUCTEMBI U
TIpUBUJIET U TI0/Ib30BaTenei», opopmieHre oTyeTa.

A. B. Bab6am, E. K. BapaHoga. .
Kpurnrorpadrueckre MeTozbl
3aImThl nHGOpMalyu: M.:
KuoPyc, 2018 (3)

B. JI. Bpoiipo, O. I1. nbuHa. .
BerunciirenbHbIe CUCTEMBI, CETU
u TesilekoMMyHyKauuu: CII6.:
[Turep, 2007 (1-3)

A. TI. TTatubpatos, JI. I1. T'yapIHO,
A. A. KupuueHko. .
BeruncivrensHbIe CUCTEMBI, CETU
Y TeJleKOMMYHMKaLMu: M.:
KuoPyc, 2017 (8)

B. JI. Bpoiizo, O. I1. VinbuHa. .
BrlunciurenbHble CUCTEMBI, CETU
u TesilekoMMyHuKauun: CII6.:
IMutep, 2011 (1-3)

B. I1. MenbHuKOB, A. U.
Kynipusinos, T. FO. Bacunbesa. .
NndopmarioHHas 6e301acHOCTb:
M.: PYCAMHC, 2017 (9)

Wroro no paspeny 4

10

Paspen 5. MeTojbl M CpeicTBa OrPpaHUYeHHUs JOCTyNa K pecypcam 1 KomnoHenram ITK.

V3yueHue rpeslyCMOTPEHHbIX IIPOrPaMMOi
[JUAaKTUYeCKUX eZJMHUL] TI0 PeKOMeHyeMO InTeparype

IToaroroBKa K rpakTuueckoit pabote Ne3 — «Peanuzanus
MeXaHU3MOB pa3rpaHUYeHus JOCTYyTIa MoJib30Baresneil K
obbekram ITOBM. 3aiuTa pabounx CTaHLUH,
pabotaronux nog Windows», odopMmieHue otyeta.

B. JI. Bpoiigo, O. I1. inbuHa. .
BbruncnTenbHble CUCTEMBI, CETU
u TenekomMmMmyHuKaumu: CII6.:
[MuTtep, 2007 (1-3)

A. B. Bab6a, E. K. BapaHoga. .
Kpunrorpadrueckrie MeTozbl
3amThl nHGopMauyu: M.:
KHnoPyc, 2018 (8)

B. II. MenbHuKkoB, A. U.
Kynpusinos, T. FO. Bacusnbesa. .
VnadopmatonHast 6e301acHOCTB:
M.: PYCAMHC, 2017 (9)

B. JI. bpoiifo, O. I1. NnbuHa. .
BbruncnTensHble CUCTEMBI, CETH
u TenekoMmMmyHuKaumu: CII6.:
[MuTtep, 2011 (1-3)

A. TI. TIatubparos, JI. I1. T'yasiHO,
A. A. KupuueHko. .
BbluncvTensHble CUCTEMBI, CETH
1 TeJIeKOMMYHUKan: M.:
KuoPyc, 2017 (8)

Wroro no pasgeny 5

Pa3pen 6. OcHOBHBIE yrpo3bI 0€30MaCHOCTH CeTeM.

W3yueHnne npesyCMOTpeHHBIX IPOrpaMMOM
[UaKTUUYeCKUX eJUHUL] IT0 peKOMeHZyeMoii iuTepaType

IMoaroToBKa K mpakTrueckoi pabote Ne3 — «Peanu3zarys
MeXaHU3MOB pa3rpaHHyeHys JOoCTyIa Moyb30BaTenel K
obwvekTam I[I9BM. 3amura pabounx cTaHLWH,
paborarorux nog Windows», MocklIKa OTUETa 110
5/IeKTPOHHOM [oYTe perofaBaTerto.

14

A. Tongemur. . BecripoBogHbie
KoMMYHHKaLum: M.: TexHocdepa,
2011 (8)

B. JI. Bpoiizo, O. I1. VinbuHa. .
BbruncvTensHble CUCTEMBI, CETH
u TesilekoMMyHuKauun: CII6.:
IMutep, 2011 (1-3)

A. TI. TIatubparos, JI. I1. T'yasiHO,
A. A. KupnueHko. .
BbluncnTesbHble CUCTEMBL, CETH
Y TeJleKOMMYHMKaLAu: M.
KuoPyc, 2017 (8)

A. B. Bab6a, E. K. BapaHosga. .
Kpunrorpaguueckue MeTozbl
3amThl HHGopMaLmu: M.:
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KuoPyc, 2018 (8)

B. JI. bpoiipo, O. I1. nbuHa. .
BbluncnvTensHble CUCTEMBI, CETH
u TenekomMmyHuKamu: CII6.:
[Turep, 2007 (1-3)

B. Il. MensHUKOB, A. 1.
Kynpusnos, T. FO. Bacunbesa. .
NupopmaimoHHas 6e30MacHOCTb:
M.: PYCAMHC, 2017 (9)

Wrtoro no paspeny 6

6

Pa3gen 7. ATaku H3HYTPHU cHcTeMbl. Buabl, Kiiaccudukanus U crioco0bl 3alUThI. ATaKH CHapY»XH.

W3yuenne rpesycMOTpeHHBIX IPOrpaMMOM
[UIaKTHUYeCKUX eJUHUL] TT0 peKOMeHZyeMoii iuTepaTtype

IMToaroToBka K npakTrueckoii pabote Ned —
«MogenvpoBaHue aTak Ha host u felicTBuii 1o ux
oTpakeHUI0. MoflenpoBaHue aTak Ha web-y3esn»,
odopmiieHHe oTUeTa.

B. U. ApoukuH. .
VnadopmaironHast 6e30macHOCTb:
M.: Akagemuueckuii [TpoexT,
2006 (5)

A. B. Bab6a, E. K. BapaHoga. .
Kpurrrorpadrueckrie MeTozbl
3alMThI HHpOopMaLuu: M.:
KuoPyc, 2018 (2)

B. JI. Bpoiizo, O. I1. nbuHa. .
BrlunciurenbHble CUCTEMBI, CETU
u TenekommyHuKarmu: CIT6.:
IMurep, 2011 (2-3)

A. TI. TIatubparos, JI. I1. I'yasiHo,
A. A. KupnueHko. .
BbruncivTenbHble CUCTEMBI, CETU
U TelleKOMMYHUKamy: M.:
KuoPyc, 2017 (8)

B. JI. bpoiipo, O. I1. nbuHa. .
BbluncnvTenbHble CUCTEMBI, CETU
u TenekomMmyHuKamu: CII6.:
[MuTep, 2007 (2-3)

B. I1. MenbHuKOB, A. U.
Kynpussos, T. FO. Bacunbesa. .
WupopmarmoHHas 6e301MacHOCTb:
M.: PYCAMHC, 2017 (9)

Wrtoro no paspeny 7

Pa3zgen 8. besonacHocTs IHTEpHeTA.

V3yueHue rpeslyCMOTPEHHbIX IIPOrPaMMOi
[JUAaKTUYeCKUX eZMHUL] II0 PeKOMeHAyeMO TnTeparype

IMoaroToBka K mpakTrueckoi pabote N5 — «Hactpotika
TPOTOKOJIAa AIMHAMUUeCKOM MapIipyTtu3auu RIP.
Pa3pabotka IP-agpecaiun», ohopM/IeHHE OTUeTa.

B. I1. MenbHuKOB, A. U.
Kynipusinos, T. FO. Bacusbesa. .
WubopmariioHHast 6e30macHOCTb:
M.: PYCAMHC, 2017 (20)

A. B. Ba6ai, E. K. BapaHoga. .
Kpunrorpaduueckue meTozbl
3aIMThl nHGOpMaLmu: M.:
KnoPyc, 2018 (5)

C. A. Xpganog, H. FO. lBaHoRa,
B. I MaHsixuHa. .
Orepal[iOHHbIE CUCTEMbI, CETU U
WHTepHeT-TeXHOIoruu: M.:
Axkanemusi, 2014 (8)

Wroro no pasgeny 8

Pazpen 9. Kpuntorpaduueckue MeToAbl 3aiuThl HH(OpMAaLMH.

W3yueHnne rpesyCMOTpeHHBIX IPOrpaMMOM
IUIaKTUUYeCKUX eJUHUL] IT0 peKOMeH/yeMoii TuTepaTtype

15

C. bepner, C. IsiiH.
Kpunrorpadus. OdpuriransHoe
pykoBozcTBO RSA Security: M.:

BMHOM, 2007 (1-3)

A. B. Bab6a, E. K. BapaHoga. .
Kpunrorpaduueckue meTozbl
3amuyThl UHGOpMauu: M.:
KnoPyc, 2018 (8)

A. B. Bao6ait, I. I1. IITaHKuH.
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Kpurrrorpagusi: M.: COJIOH-
Ipecc, 2007 (4-6)

Wroro no pasgeny 9

16
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IIpunoxenue 3
K pabouyeii mporpaMme JUCIATTHHBI
OCHOBbBI TH®OPMAILIMOHHOU BE30IIACHOCTHA

®OH/] OODEHOYHBIX CPEICTB

®oH/[| O1[eHOYHBIX CPe/CTB, MO3BOJISIOIIHE OL[eHUThL Pe3y/IbTaThl 06yUeHH s 10 JaHHOM AUCIUIT/IMHE, BKIFOYAIOT
B ce0s:

e UarHocThyeckas pabora

*  OTUYEeT I10 MPaKTUUECKOMY 3aZIaHUIO;

e BONPOCHI K AndepeHIIPOBaHHOMY 3aueTy;
e muddepeHITMPOBAHHLIN 3aUeT.

Kputepuu orjeHuBaHus

Juarnocruyeckas pabora
[uarHocTtrueckast pabora mpoBogutcs B popme Tecta B SMOC Moodle:

e IIpU NIPaBWJILHOM OTBeTe MeHee yeM Ha 60% BOMIPOCOB - He aTTeCTaLlys;
¢ TIpU MpaBUIBHOM OTBeTe Ha 60% BOTIPOCOB U OoJiee - aTTecTarysl.

OTueTr Mo NpaKTUYECKOMY 3a/JaHHI0

K kaxzgoii ITP HeoO6X0[UMO TOArOTOBUTEL OTUET B 3/IEKTPOHHOM BH/le. IToC/Ie BBIMOHEHMST OTUETa ero
HEeo0XO0/IMMO TIPe/IOCTaBUTh Ha MPOBEPKY MPero/jaBatesito (0o JTUUHO, MO0 TTOCPeICTBOM 31€KTPOHHOM
nouTsl). [1py BeIoHeHNH oTveTa pyKoBoZcTBoBaThcs 'OCT 7.32-2017. CocTaB oT4eTa OMUCHIBAETCS B
TOCTaHOBKe 3a7iauu Kaxkjoit [1P.
ITP cuuTaeTCs BLINOJHEHHBIM U 3alUIIEHHBIM YCIELIHO TIPU YCJIOBUH:
- HaJIMuMsl IPOrPaMMHOI0 IIPUIOKEHUS, peanu3yoLero oCTaB/IeHHY0 3aauy;
- H/IMYMS OTYeTa;
- 3aiuThl 1P 110 KOMILIEKTY TeCTOBBIX BOIIPOCOB Ayis 3aiuThl [1P, pasmerienHoro B YMK guciUnivigeL.

Kpurtepuu o1ieHUBaHUS:

- COOTBETCTBUE TIPOTPAMMHOT0 TIPUJIOXKEHHSI YKa3aHHBIM TpeOOBaHUsM, ero pabOTOCIIOCOOHOCTh U

3¢ GeKTUBHOCTE — 7 0aJIIOB,;

- oTueT ohopMJIeH IOHOCTEIO B cootBeTcTBUM ¢ 'OCT 7.32-2017 — 3 Gana;

- IPaBU/ILHOCTh OTBETOB HA BOTMIPOCHI — 7 OasoB;

- CBOEBPEMEHHOCTh BBITIOJTHEHUS U 3alllUThl UHIUBUAYaILHOTO 3afiaHus — 3 Oasia.

OcHoBaHUeM JIjis1 CHYKeHUsI KOJTMUeCTBa 0asIioB SIB/ISTIOTCS:

- HECOOTBETCTBHE TIPOTPAMMHOI0 TIPUJIOXKEHHSI YKa3aHHBIM TpeOOBaHUsM, ero Heah(HeKTUBHOCTh WK
HeKOppeKTHast paboTa;

- odopmiieHre otueta He cooTBeTcTBYeT I'OCT 7.32-2017 B 3 u Gosiee MyHKTax;

- HeBepHbIe OTBETHI Ha BOTIPOCHI WIM OTCYTCTBHE OTBETOB;

- HECBOEBPEMEHHOCTh BBITIOJTHEHHUS U 3al[UThl UHIUBUAYa/ILHOTO 3a/IaHuS.

B cnyuae, ecsu TIP 1 oTUeT K HeMy BBITIOJTHEHBI CBOEBDEMEHHO B COOTBETCTBUM C YKa3aHHBIMU TPeOOBaHUAMHY,
a TakyKe MOJIy4YeHbl IPaBUIbHbIe OTBETHI Ha BOTIPOCHI TIPY €r'0 3alllUTe CTYAeHT MoayyaeT MakKCUMaJbHOe
KOJIMUeCTBO Oasios — 20.

Ilns Toro, uto6wl ITP Obl1a caHa, TpebyeTcst Habpath 12 6asioB.

Bonpocsl k guddepeHuripoBaHHOMY 3aueTy

[lepeueHb TeopeTHUeCKUX BOIIPOCOB K Audd. 3aueTy rpefocTaB/seTcs npemnogasareseM. [lepeueHs
BONPOCOB 1eXkuT B YMK mucumnnnel. IIpy moAroroBke 0TBETOB Ha TeOPeTHYeCKHe BOIPOChl PeKOMeHyeTCs
TIOMHMO KOHCITEKTOB JIeKLIUM UCII0/Ib30BaTh UCTOUHUKY OCHOBHOM Y IOTIONTHUTE/IbHOU JIUTEPaTyPhI.

JuddepennypoBanHblii 3aueT

OOyuaromuiics UMeeT MpaBo Ha MoJIyYeHre MUHUMAa/IbHOM 110JI0KUTE/IbHON OLIeHKH NP yC/IOBUN
YCIIELTHOTO MPOXOKEeHHsI TEKYIIIero KOHTPOJIs yCIIeBaeMOCTH B (popMe [MarHOCTHUeCKOH paboThl B
COOTBETCTBUH C rpayuKoM paszesia 4.3auéT MpoBogUTCS B BHe cobecejoBaHus. [IBa OCHOBHBIX BOIIPOCA U
OZIVH [IOTIOJTHUTE/IBHBIN B C/Tyyae, eC/IM OTBETHI CTYZeHTa Ha [1epBble Ba He TI03BOJISIIOT OFAHO3HAUHO
OTpe/IeIUThCS C OLleHKOH. CTyeHThI JO/KHBI IPOJeMOHCTPYPOBATh 3HaHUe Y [IOHMMaHKe TeopeTHUeCKOro
Marepuasna Kypca.

ITpy BBITTOJIHEHWHU U 3aIL[UTE BCEX MPAKTUUYECKHX PabOT MpeyCMOTpeHa OTMETKaA ''3auTeHO-XOPOIII0" 10
pe3ysbTatam paboThl B CEMECTpe.
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3auTeHO-0T/IMYHO:

- BCe 3a/]auM TIPAKTHKH PeIlIeHbl MOTHOCThIO,
- B Tipoliecce cobeceZjoBaHMs CTY/IeHT TIPOAEMOHCTPUPOBAJ MOHOe 3HaHKWe BOTIPOCOB.

3auTeHO-XOpOLIO:

- BCe 33/la4M [IPAKTUKU PelleHb] [T0JIHOCThIO,

- B rpoliecce cobecejoBaHus CTY/IeHT IPOJeMOHCTPUPOBAJI B 11€I0M [JOCTAaTOUHO MOTHOe 3HaHKe
BOTIPOCOB, HO JIONYCKal MeJK1e HeTOUHOCTH B (OPMYJTMPOBKaX OTBETOB.
3a4TeHO-y/I0B/IeTBOPUTE/IBHO!

- BCe 33/la4M [IPAKTUKHU PelleHb] [TI0/IHOCThI0

- B rpoliecce cobecejoBaHusI CTY/IeHT MPOJeMOHCTPUPOBAJI y/I0B/IETBOPUTE/IbHOE 3HaHUE BOIIPOCOB,
HO JI0TTyCKaJl HelloJIHbIe OTBETHI, 3aTPYAHS/ICS B OPMYIMPOBKAaX OTBETOB.

He 3auteHo:

- He BCe 3aJa4u MMPaKTUKU pellleHkbl,
- B ripoyecce CO6ECEAOB8HI/IH CTYAEHT IPpOAeMOHCTPHUPOBaJ/I HEYJOB/IETBOPDUTE/IbHOE 3HaHKE BOIIPOCOB.
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Kputepuu oneHuBaHus

IICK-2/23

Ne 1
Ne 2
Ne 3

Ne 4
Ne 5
Ne 6
Ne 7
Ne 8

Ne 2

Bonpocbl omkpbimozo muna:
WHTepHeT — Opay3epbl IpejHa3HAUYEeHbI:
Beb — cTpaHMI{bI 11epesjatoTCsi 10 3TOMY NPOTOKOJIY:

Onucarb d)YHK]_[I/II/I COBPEMEHHBIX BBIUNC/IMTE/IbHBIX ceTel U OCHOBHBI® MpUKJ/IaJHbIE
dCIIeKThI UX MCI10/Ib30BaHUA

Hazosute onpenenenue [P-anpeca

HazoBure orpefesnieHrie MapiiupyTr3aTopa (KOMMyTaTopa).

Kakue ceTeBble cepBephbl ObIBatOT?

Kak Ha3bIBaeTcst KomOuHaLwst IP-agpeca 1 Homepa mopra?
Pacumdpytite abopepuatypy «C3U1».

Yto Takoe «ayJuT» B KOHTEKCTe MH(HDOPMAI[MOHHOM 0e30T1acHOCTH?
Pacumidpyiite abbpesuarypy «CITI».

Bonpocsbl 3akpbimozo muna:

Pa3mecTuTe cpefcTBa 3alUTHI [10 IPYTIIIAM:

1. ®opmanbHbIe CpefCTBa 3alUTHL:

2. HedopmanbHble cpefCcTBa 3alllUThI:

1. ®usnueckue cpencTsa

2. AnnaparHele cpeJicTBa

3. [IporpamMMHBIe cpeficTBa

1. 3akoHOzaTeNbHBIE CPEICTBA

2. OpraHu3aluoHHbIe CpefiCTBa

3. MopanbHO-3ThUeCKHe Cpe/iCTBa
3. AHTUBUDYCHBIE Cpe/iCTBa

3. PenurrosHele cpefcTea

B 1975 rogy Jyxeppu 3ansniep 1 Maiikn LlIpénep B cTatbe «3amyra MHGOpMaLiu B
KOMITbIOTEPHBIX CHCTeMax» BIepBble MPeJIOKUIN pa3/ie/IuTh HapylleHus
Ge30macHOCTY Ha TPY OCHOBHBIX KaTeropuu. ITo3gHee 3T KaTeropuu Moty Ymin
KpaTK/e HauMeHOBaHUS:

C-
| -

A —

LesocTHOCTB
ABTOPH30BaHHOCTb
NHTerpansHOCTb
besomacHocTh
Bbe3Haka3aHHOCTb
KoubuaenimanbHOCTD
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CaHKLIMOHUPOBaHHOCTb
LJoCTyrHOCTb

3alUILEHHOCTD
Ne 3 XapakTep IIPOUCXOXKeHUs yIpo3:

1. YMmbiieHHbIe (haKTOPHI.

2. ... (haKTOpBHI.

HeywmbitiisieHHbIe
EctecTBeHHbI®
daHTacTuueckue

HpOTI/IBOECTeCTBEHHbIe

ITotycTopoHHUE
CBepxecTecTBeHHbIe

Ne 4 [les10CTHOCTE MOXKHO MOAPa3Je/uTh Ha (moHMMaeMy10 Kak
HEU3MeHHOCTh MHPOPMAIMOHHBIX 0OBEKTOB) U (oTHOCAMYIOCA K

KOPPEKTHOMY BBITIOJTHEHUIO C/IOKHBIX JeMCTBUM (TpaH3aKLMi)).

XOJIOSHYO
HeU3MeHHY0
ropsIuyo
JIMKBUJHYIO
KOPPEKTHYIO
JUHAMHAYEeCKYIO
CTaTUYeCKyIo
TPaH3aKIMOHHYIO

H3MEHSIeEMYIO
Ne 5 Buppl yrpos. OCHOBHBIe HapyLLeHHUS:

1. ®usnyeckoil 1[eIOCTHOCTH (YHUUTOXKEHHe, pa3pylleHre 37IeMeHTOB).
2. 1IeJIOCTHOCTH (pa3pyliieHue JIOTHYeCKUX CBsizeit).

3. Cozepyxanusi (u3mMeHeHue 610KOB MHGOPMALWK, BHEILlIHee HaBsI3bIBaHHe JIOKHOM
nH(popMaLyn).

4. KoHowueHIMansHOCTH (pa3pyliieHue 3aliThl, yMeHbIIeHe CTeleH! 3alUIeHHOCTH
vHopMaLum).

5. TTpaB cobcTBeHHOCTH Ha MH(OpPMaIUO (HeCaHKIMOHUPOBAaHHOE KOTTUPOBaHHUe,
WCITO/Tb30BaHue).

Jlornueckon
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Ne 6

Ne 7

Ne 9

JBonuHOI
[TporpammMHoOi#
Kpurrrorpaduyeckoii
[lecTHagaTepUUHOH

[JyxoBHOM
Konuenius nHhopMaliMoHHOH 6e30macHOCTY, B 0011ieM cilyuae, JO/DKHA OTBevyaTb Ha
TPH BOMpoca:

- [1] 3amwiars?
- oT [2] 3amuinats?

- [3] zamuiars?

[1] — uTo / 3aueM / Ha KaKue JeHbIH
[2] — uero (xoro) / uero / Koro

[3] — kak / KeM / ¢ ueMm
VYiep6 moxxet ObIThb [1] vitu [2].

[1] — npueMsieMbIM, MOpa/bHBIM, (PMHAHCOBBIM, PenyTaljMOHHBIM

[2] - MopanbHBIM, (hMHAHCOBBIM, PEITyTAIJMOHHBLIM, HETIPHEMJ/IEMbIM

Yem oTmyaroTcs MHGOPMaMOHHas 6e30TMacHOCTb, 3alUTa MHGOPMALUK U YPOBEHb
3allUILIEHHOCTU?

1.  WnbopmaumoHHast 6e30MacHOCTb — 3TO ...
2.  YpoBeHb 3allUIIIEHHOCTH — 3TO ...

3. 3auura uHpoOpMalUM — 3TO ...

A - opHa U3 XapaKTepUCTUK WH(GOPMAI[MOHHOMN CHUCTeMBI, T.e. MHGOpMal[OHHas
CUCTeMa Ha OTIpeZie/ieHHbI MOMEHT BpeMeHHt 00/1a/jaeT onpe/ieIeHHBIM YPOBHEM
3aIIUIIEHHOCTH.

b- rpouecc, KOTOpLIﬁ AO0J/DKEH BBITTO/IHATBECA HETIPEPBIBHO Ha BCEM IMPOTSXKEHUU
JKU3HEHHOTI'0O IIMKJ/Ia HH(i)OpMaL[HOHHOﬁ CHUCTEMBI.

B - cocrosiHue 3amuiiieHHOCTA WHGOPMALIUHY U MO/ lepKrBaroliell MHGPACTPYKTYPBHI.
ITpaBUIBHO YKa)KUTE COOTBETCTBUE CPEJCTB 3al[UTHI UX OIpPeZe/eHUsIM.

1. ®opmasbHbIe CpefiCTBa 3alUThI

2. HecdopmasbHble cpeficTBa 3all[UThl
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OIIK-4

Ne 10

Ne 1
Ne 2
Ne 3
Ne 4
Ne 5
Ne 6
Ne 7
Ne 8
Ne 9
Ne 10

Ne 1

A — BBITIOJIHSIIOT 3alljUTHBIE (QYHKLMK CTPOTO 10 3apaHee MpeyCMOTPEHHOM mpoLieype
0e3 yuacTHs uesioBeKa.

b — pernameHTHPYIOT [iesITe/TBHOCTD UeioBekKa.

B — BBINOHSAIOT 3auTHBIe QYHKLUM Oe3 3apaHee TIpelyCMOTPEHHOM MPOLey bl
HocrynHocTb nH(pOpMAaLIUK — 3TO

CBOMCTBO CHUCTEMBI 00€eCIeunBaTh CBOEBPEMEHHBIN 0eCIIpensTCTBEHHBIN OCTYT
IIPaBOMOUHbIX (aBTOPU30BaHHbIX) CyOBLEKTOR K MHTEpeCYoIel ux NH(OpMaruyu Win
OCYIIeCTB/STH CBOEBPEMEHHbBIN MH(POPMAIIMOHHBINA 00MEH MEXKTy HUMH.

CBOICTBO CHCTeMbI 00eCreurBaTh AOCTYI CYyOBeKTOB K MH(OpMariyu.

CBOMCTBO MH(OPMALIMHU OBITh TIOHATHOMW Ye/IOBEKY C HeJ0CTaTOUHLIM YPOBHEM
obpazoBaHus U (WIK) UHTEJIIEKTa.

CBOMCTBO CUCTEMBI OCYIIIECTB/IATH CBOEBPEMEHHbIN WH()OPMAIMOHHBIN 00MeH MeX1y
CcyOBbeKTaMu MHPOPMAIMOHHOW CUCTEMBI.

CBOMCTBO CUCTEMEI COXpPAHATH CTOUMOCTL JOCTYyTIAd K I/IHCl)OpMElL[I/II/I Ha YPOBHE WJ/IW HXe
IMPOXXUTOYHOT'O MUHHUMYMa.

Bonpocbl omkpbimoz2o muna:

locypapcTBeHHas TaliHa 3TO:

UT0 MOXXHO OTHeCTH K INpaBoBbIM MepaMm UB?

UT0 MOXXHO OTHECTHU K OpraHusaLvoHHbM Mepam UB?

UTO MOXXHO OTHECTH K TeXHUYeCKUM mepam MB?

Uto Takoe KOMIbIOTepHbIN BUPYC?

OCHOBHBI€e TUITbI KOMITBIOTEPHBIX BUPYCOB:

OTBeTbTe Ha BONpoC «UTo Ha3bIBaeTCsi BUPYCHOM aTakoi?»
IIporpaMMHBIe CpefiCTBa 3al{UThl MOXKHO pa3/e/IUuTh Ha:
HawubonbIyro yrposy /st 6e30MmacHOCTH CETH TIPe/ICTaBISIOT:
TexHMuecKre KaHaJTbl yTeUKW WHHOPMALIMH IesSITCs Ha. ..
Bonpocsbl 3akpbimozo muna:

3ariuTa “HGOpPMAaIMH 3TO:

3TO OfiHA U3 XapaKTePUCTHUK UH(POPMAIMOHHOW CHCTEMBI.

KOMIL/IEKC TIPABOBBIX, OPraHM3al[HOHHBIX ¥ TEXHUUYECKUX MEPOTIPUATHH 1 JeHCTBUIM 110
TIpe/IOTBPAIIIEHHIO YTPO3 MH(POPMAL[MOHHOM 6e30MaCHOCTH U YCTPaHEHHUIO UX
MOC/IeACTBHYI B rpoliecce cbopa, XxpaHeHust, 00paboTKY U repegaun MHGOpPMALIUU B
MH(POPMAITMOHHBIX CUCTEMAX.

KOMILJIEKC TIPaBOBBIX, OPraHU3aL[MOHHBIX ¥ TEXHUYEeCKUX MEPOTIPUATHI U [IEUCTBHIA TI0
TIPe/IOTBPAITIEHUIO YTPO3 MH(HOPMAI[MOHHOM 0e30TIacHOCTH.

COBOKYITHOCTb I/IH('l)OpMaL[I/IOHHbIX TeXHOJIOTHI U TeXHUYe CKUX CpeacTB.

COCTOsIHYE 3alUI[eHHOCTH HallMUOHA/IbHBIX NHTEPEeCOB B MH(OPMAaLIMOHHOH cdepe,
oTipe/ie/isieMbIX COBOKYITHOCTBIO COa/TaHCUPOBAaHHBIX MHTEPECOB JIMUHOCTH, 00IL[eCTBa U
rocygapcrsa.
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Ne 3

Ne 4

WNudopmariionHasi yrpo3sa — 3T0:

NMoTeHLWa/IbHAA BO3MOXHOCTE ITOTepHU I/IHCl)OpMaL[I/H/I.

TOTeHI[Ma/IbHasi BO3MOKHOCTh HEe[PaBOMEpPHOT0 WJTH CJTy4aliHOTO BO3/IeHCTBUS Ha
00BEKT 3alIUThI, MPUBO/AIAS K MOTEpe UHGOPMAIIUH.

TMOTeHIIMa/TbHasi BO3MO)KHOCTh HEITPaBOMEPHOT'0 MJTH C/TyYaliHOTO BO3/I€MCTBHS Ha
00BEKT 3allUTHI.

MOTEeHIMa/TbHast BO3MOYXKHOCTh HEITPABOMEPHOT'O BO3JIEMCTBHUS HA OOBEKT 3allUThI,
MIpUBO/SIIast K ToTepe, UCKayKeHHI0 WK pasryiallieHuio HGopMaLyu.

MOTeHLMa/IbHasi BO3MOYKHOCTh HEe[IPpaBOMEPHOI0 UJIU CTyuaifHOrO BO3ZIeMCTBUS Ha
00BEKT 3allUThI, IPUBO/AIASA K TIOTEPE, UCKAXKEHUIO WX Pa3yiallleH|I0 MHGOPMaIUH.
KonduaenumansHOCTh MH(OPMALIUK — 3TO ...

CBOMCTBO MH(MOPMALUY ObITh U3BECTHOU U JOCTYITHOM TOJBKO PaBOMOYHBIM
cyOBeKTaM CHUCTeMBI (TT0/Ib30BaTesIsiM, TIPOrpaMMam, Mporieccam).

CBOMCTBO MH(OPMAaLMX OTPAHUUEHHOTO AOCTYIA B CUTY JIMYHOTO XapakTepa.

CBOMCTBO MH(pOPMaLyy ObITE U3BeCTHOM TOMBKO ee BlaZenblly.

CBOMCTBO MH(pOPMAaIUK ObITE U3BECTHOM TOMBLKO CyObeKTaM WH(POPMAaIIMOHHON
CUCTEMBI.

CTereHb OrPaHUYeHHOCTH IOCTYyTIA.
Yrpo3sa uHbopMaIii — 310 ...

OTAaCHOCTb HapyLIeHUst (PU3HUeCKOH L|e/I0CTHOCTH HHPOPMALIMOHHON CHCTEMBI
(YHMUTOXXeHue, pa3pylleHUe 3/1eMEHTOB).

HebsiaroxxenaTeslbHOe HaMepeHHe B a/ipeC MHGOPMaIL|K, BBICKA3aHHOEe B YCTHOW WITH
MMCbMeHHOU (popme.

OTaCHOCTh U3MEeHeHHs CoZiepkaHus (M3MeHeHre 6/I0KOB MH(OpPMaL|y, BHEIITHee
HaBsi3bIBaHUE JIOKHOW MH(OpMALIUH).

BO3MO)XHOCTh BO3HUKHOBEHHSI Ha KAKOM-JI00 3Tarie )KU3He1esTe/IbHOCTH CUCTEMBI
TaKOTO SIBJIEHUS WIH COOBITHSI, C/Ie[CTBUEM KOTOPOTO MOTYT OBITh HeKeJlaTe/bHbIe
BO3/IeMCTBUS Ha MH(MOPMALIUIO.

BO3MO>XHOCTH HeKejiaTe/IbHOIr'o BOB,ELEFICTBHH Ha I/IH(bOpMaL[I/I}O
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Ne 6

Ne 7

Ne 9

Ne 10

HenoctHOCTE MHMOpMAIUHY — 3TO ...

CBOMCTBO MH(OPMALHH, XapaKTepU3yIoIliee ee COCTOSTHHE.

CBOMCTBO MH(MOPMALIMH, XapaKTepr3yloliee ee yCTOMUMBOCTD K C/IyuyaliHOMY WX
rpeJiJHaMepeHHOMY pa3pyLIeHUI0 WK HeCaHKLMOHUPOBaHHOMY M3MeHeHHIO.

CBOMCTBO MH(OPMALMY He U3MEHSITHCSI CO BpeMeHeM.

CBOWCTBO MH(OPMaLIHY, XapaKTepu3yloljee ee HeM3MeHHOCTb.

CBOWCTBO MH(OpMaLIMK, XapaKTepu3ylolljee ee UCUEPITbIBAIOLIUM XapaKTep.
BBeauTte HOMep MyHKTa C HeCy1|eCTBYIOIIUM TpUGOM:

1. C (CekpeTHO)

2. [ICIT (Cny>kebHasi TaiiHa)

3. KOOI (KouduzaeHiuanbHbIe JaHHBIE)
BepHo /11, uTo nH(OPMAIUs C OrpaHUIEHHBIM JAOCTYIIOM JIEJTUTCS Ha FOCYAapCTBEHHYIO
TaliHy, cTyKeOHYI0 TaliHy ¥ KOHPUIeHITUaTBHYIO0?

Bephno

Hesepno

BepHo 51, uTo mog;, cyObekTaMy MH(GOPMAL[IOHHBIX OTHOLIIEHHUH TIOHUMAKOTCS KaK
B/aJieJIbLIbl, TaK Y T0JIb30BaTe/ M MH(GOPMALIMK 1 TIoAepKuBaroLLeil MHGPaCTPYKTYpPbI?

BepHo

Hesepno
OCHOBHBIM Ha3HaueHWeM KOMIbIOTEPHOM CeTH SIB/ISeTCS:

1. CoBMecTHOe yaJéHHOe HCIO/b30BaHNe PECYPCOB CETH CETEBBIMMU T0/Ib30BATE/ISIM
2. O®wusnueckoe COeMHEHNE BCEX KOMITLIOTEPOB CETH

CoBMecCTHOe pellieHre pacripeie/IEHHON 3a/jauy M0/b30BaTesIMU CEeTH
MapiipyTr3arop - yCTPOHCTBO, COeAMHSIIOIIee Pa3IuyHbIe:

1. KowmrbloTepHbIe ceTH
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OIIK-5

Ne 1

Ne 2
Ne 3
Ne 4
Ne 5
Ne 6
Ne 7

Ne 8

2. Ilo apxuTeKType KOMIIbIOTEPHI

MapipyTsI Tiepejjauu aipecoB [ijist e-mail

Bonpocbl omkpbimozo muna:

YcioBue, Py KOTOPOM B PaCTOPSDKEHUM aHATUTHKA HaX0JUThCS BO3MO>KHOCTh
TIOTyYUTh Pe3y/bTaT 3allu(POBKHU /IS TPOU3BOJILHO BBIOPDAHHOTO UM 3allIM)pOBaHHOTO
coo0I1IeHust pa3Mepa N UCTOIb3yeTCs B aHaJH3e:

OcHoBHbIe 0T/IMuMs IPOoTOK0JI0B L2TP u PPTP cocTtosT B cieaytoiiem:

Ha3oBure otiuuusi KoHLeHTpaTopoB (hub) oT komMyTaTopoB 2-ro ypoBHs (switch):
Ciyx6a IPSec MoXeT ObITb UCTIO/b30BaHa:

Uro o3nauaer MAC-agpec?

IMonsTre kpunrorpadun. CHMMeTpUYHbIE ¥ aCCUMETPHUYHbIe alTOPUTMBI M POBAHKS

OripeiesieHye 3/1€KTPOHHOM MOJAIUCH, BU/IbI 3/1eKTPOHHOM nofmucy 1o 3 Ne63-D3
«O0 3/1eKTPOHHOM MOZTHCH»

CepTHrbUKaT 371eKTPOHHOM TTOATMCH, Ha3HaUeHue U cojlep)kaHre ceprrdukara mo 3
Ne63-D3 «O6 3/1eKTPOHHOHN MO/MHCH»

Onpepenernve DMZ, npuMepbl IpUMeHEHNs

IMonmMTHKY ceTeBOM 06e30MacHOCTH Ha OCHOBE MEXKCEeTeBOr0 FKpaHa
Bonpocsbl 3akpbimozo muna:

Bribepure yTBepKAeHHe, COOTBeTCTBYoIee Buay SLIIT.

1. Ycunennast HekBaU(ULMPOBaHHAs 371eKTPOHHAS [TOJTINCh.
2. IIpocTas 37eKTpoHHast IOAIUCH.

3. YcunenHasi KBanu(UIMPOBaHHAS 3/1€KTPOHHAs! MTOATIHCh.

A - Ona ToxX/iecTBeHHa COOCTBEHHOPYUYHOM.
b - 310 couetanue yiorMHa ¥ NapoJIsL.

B - TTog/MMHHOCTD TIOATMCH ¥ HEU3MEHHOCTh JJOKYMEHTA TIOATBEP>KIAeTCs
KBa/TM(PUITMPOBAHHBIM CePTHU(HUKATOM.

I' - Ona HagexxHee nipoctout D11, Ho, MO CBOel CyTH, TOXKIeCTBeHHA COOCTBEHHOPYYHOM.

[ - 310 coueTanue j10ruHa ¥ napoJss U SMS-koz NoATBep K eHs
Pacnipepenure cpepctBa aHTHBUPYCHO# 3amuThl (CAB3) mo tumam.

1. CAB3 tumna «A»
2. CAB3 tuna «b»
3. CAB3 tuna «B»

4. CAB3 tuna «I'»

A - TIpeHa3HaueHs!I 7t TPUMEHEHHs Ha aBTOHOMHBIX aBTOMAaTU3UPOBAHHBLIX pabounx
Mecrtax (APM) .

b - TIpeaHa3HaueHbl /i/1s TPUMEHEHHs Ha aBTOMATH3UPOBAHHBIX PAbOUMX MecTax
(APM) nH(bOpMaIIMOHHBIX CUCTEM.

B - TIpenHa3HaueHbl /1715 IPUMeHeHUs Ha cepBepax MH(OPMaIiMOHHBIX CUCTEM.
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Ne 3

No 4

Ne 5

Ne 6

Ne 7

I' - IlpefHa3HaueHs! /17151 LIEHTPaAM30BaHHOTO a[IMUHUCTPUPOBAHUS Cpe/ICTBaMU
AaHTHMBUPYCHOM 3alUThl, YCTAHOB/IEHHBIMU Ha KOMIIOHEHTaX MH(OPMAaLMIOHHBIX CUCTEM
- cepBepax, aBTOMaTU3MPOBaHHbIX pabounx mecrax (APM).

Kakue u3 nepeunciiendsrx CAB3 umerot ceprudukar @CTIK u odurmansHo
TIPOJAL0TCS HA POCCUICKOM PBIHKe?

Avast

Trend Micro
McAfee
Dr.Web

ESET NOD32
Panda

AVG

Norton

Kaspersky
st uero Hy>kHa MalllMHOUMTaemas JoBepeHHOCTh (MUY/])?

YToObI MOAMUCHIBATEL JOKYMeHThI cBoel JLITT OT /iuila opraHu3alii U pyKOBOAUTEIS
BBI/IABIIINX IOBEPEHHOCTb.

YroObI OAMUCHIBATE JOKYMEHTHI cBoer DIIIT.
YTo0bI MoAMMCHIBaTh JOKyMeHThl D11 pyKoBOAMTEIS OT €ro JvIia.

YToObl MOAMUCHIBATE A0KyMeHThl D1ITT pyKOBOJUTESIS OT JIUIIA OpraHyu3aliu
BbIJ@BIIIEN JOBEPEHHOCTb.

Yro0bl MOANMCHIBATL JOKYMeHTHI DLITT pyKoBOgUTE/IS.
UTto fo/KeH UMeTh KayKbIM KOMITLIOTep WX ITPUHTEP MOAKIIOUEHHBIN K JTOKa/IbHOM
CeTH:

1.  cereBol ajamnTep
2.  MapuipyTH3aTop

3 KOMMYHUKAaTOp
CeTb, 00beIUHSIONas HECKOIBKO KOMITBIOTEPOB U M103BOJISIET UCIIO/b30BaTh PECYPCh
KOMIBIOTEPOB Y MOJK/IIOYEHHBIX K CeTH Mepr(epuiiHbIX YCTPONCTB, Ha3bIBaeTCs:

1.  3amkHyTas
2.  pervoHaibHas

3. JIoKabHas
[IpoTrokosiom siBisteTCs:

1.  ycTpoHcTBO /151 paboThI JIOKATBEHOU CETH
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2. CTaHZAApT OTIPaBKH COOOIIeHNH uepe3 3/IeKTPOHHYIO ITOUTY

3. CTaHAapT repeiadyr AdHHBIX Yepe3 KOMIIbBIOTEDHYIO CETh
Ne 8 OCHOBHBIMH BUJaMM KOMITbFOTE€PDHBIX ceTel SIB/IIIOTCS CETH:

1. K/IMeHTCKUe, KOPIIOpaTUBHbIE, MEXKIYHaPOJHbIe
2.  JIOKaJ/IbHbIE, IMI00abHbIE, PerMOHA/IbHbIE

3. colanbHbIe, pa3BeKaTe/bHbie, OM3HeC-OPUEHTHPOBAHHBIE
Ne 9 00600611EHHAast TeOMETPUUECKAsh XapaKTePUCTUKA KOMITbIOTEPHOM CETH - 3TO:

1. Tomnomnorusa cetu
2. Cepsep cetu

3. ¥Y[janéHHOCTh KOMITBIOTEPOB CeTH
Ne 10 ITpoTOKO/ KOMITbIOTEPHOU CETH - COBOKYITHOCTb:

1. DneKkTpOHHBIN XKYPHaJl JJist TPOTOKOJIMPOBAHUS JeHCTBHI 0b30BaTesel ceTu

2. TexHuuecKux xapakTepUCTHK Tpaduka ceTH

3. IpaBus, permaMeHTUPYIOLIMX TIPUEM-TIepejauy, aKTUBAL[|IO0 JTaHHBIX B CETH
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