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JIUCT COI'JIACOBAHUA

PABOYAS ITPOI'PAMMA COCTABJIEHA B COOTBETCTBUH C TPEBOBAHUSMU ®ENEPAJIBHOI'O
T'OCYJAPCTBEHHOI'O OBPA3OBATE/IBHOI'O CTAHJAPTA BBICIIIET'O OBPA3OBAHUA (®I'OC BO)

38.03.05 bu3Hec-uH(opmMaTrHka
rog, Habopa rpynrbl: 2024

IIporpamMmmMmy cocTaBuiI:

Kadenpa P1 MEHE/JDKMEHT OPTAHU3AIINN
BonkoBa AHactacus AHaTo/ibeBHa, K.3.H., IOLIEHT

[Tporpamma paccMOTpeHa
Ha 3ace/jlaHUM Kadeapbl-pa3paboTurKa
paboueii nporpammel P1 MEHE/IDKMEHT OPTAHU3AIIUN

3aBenyromuii kadenpoii llmatko A.[., 1.3.H., ipod.

[Tporpamma paccMOTpeHa
Ha 3aceJJaHUM BBITyCKatolleit Kadeapsl

P1 MEHE/UKMEHT OPTAHUBALINN

3aBepaytommii Kadeapoii lImarko A.J., 1.3.H., ipod.




PABOYAS ITPOI'PAMMA JUCIIAII/INHBI
NMHOOPMAIIMOHHASA BE3OITACHOCTB M 3AIIIUTA

Paspensl paboyeii mporpaMmsI

1. HEJIN OCBOEHUSA JNCHUITIINMHBI

2. MECTO INCLHUIIIIMHBI B CTPYKTYPE OOII BO

3. CTPYKTYPA 1 COOEPXXAHWE NUCLIAITJINHBI

4. ®OPMbBI KOHTPOJIA OCBOEHUMA ANUCLIUITIMHBI

5. YYEBHO-METOIMYECKOE 1 UTHOOPMAILIMOHHOE OBECITEYEHUWE OVCLUITIIHBI
6. MATEPUAJIBHO-TEXHMUYECKOE OBECITEUEHWE OVUCHUITJIMHBI

ITpusoxeHusi K padouyeii mporpaMme JUCIMILUIHHBI

o Tlpunoxkenue 1. AHHOTaLMsI paboueli IpOrpaMMbl
¢ TIpunoxenue 2. TeXHOTOTUU U GOPMBI 00yUeHUSA
o [Ipunoxenue 3. OHABI OLIEHOUHBIX CPEJCTB



1. OE/IM OCBOEHUSA JUCILUIIVIMHbBI

Lenbto 0CcBOEHUS AUCLUILIVHEI SIB/IsieTCst (POPMUPOBAHUE CIeAYIOIMX KOMITeTeHLUI:

I[ICK-6 — crocobHOCTE ympaBisiTh WH(YOPMALMOHHON 6e30MacHOCTBI0 PecypcoB  HWH(OPMALMOHHBIX

TeXHOJIOTUH

DOpMHUPOBaHHIO KOMITETEHI[UH CITY>KUT JOCTKEHUE CJIeIyIOLIUX Pe3y/IbTaToB 00pa30BaHus:

IICK-6

3HAHUA:
3HAaThb TeEXHOJIOTHWX U TIPOTrpaMMHBbIE CDEACTBA 3dlIUThI I/IHCI)OpMaL[I/II/I;

YMmeHus:
YMeTb a[€KBAaTHO pearvpoBdTbh Hd PA3/IMUHBIE YT'PDO3BI HH(bOpM{:lLIHOHHOﬁ 6€3OHEICHOCTI/I, MPpUMEHATHb

COBpeMeHHbIe TEXHOJIOTUU 3alUThl HH(OpMAaLIUY;

HAsblKU:
B/IaZIeThb HAaBBIKOM Dea/Ii3aliii a/ITOPUTMHUYECKUX U TIPOrPaMMHBIX criocoboB 3alIUThI I/IHq)OpMaL[I/II/I.



2. MECTO ANCIIMIIVIMHBI B CTPYKTYPE OOII BO

Oucuuninna THOOPMAILIMOHHAS BE3OITACHOCTD U 3AIINTA sBaseTcs JUCLUIUIMHON
yacTH, (popMupyemoii yuacTHUKAMH 00pa3oBaTeIbHBIX OTHOLIEHUH 0/10Ka 1, MporpaMMbl MO/ITOTOBKH 110
Harpanenuto 38.03.05 BusHec-uHhopmamuka.

CogepxaHue IUCLMIUVIMHBI ABISETCS JIOTHUYeCKuM IpogospkeHveM gucuuruiviH: MATEMATHUKA 1:
JUNODOEPEHITNA/IBHOE NCUNCJ/IEHUE, BBEJJEHUE B NMH®OPMAIIMOHHBIE
TEXHOJIOI'MA, THOOPMAIINMOHHBIE TEXHOJIOTYN 11 ITPOTPAMMMWPOBAHUE.

Copep>kaHue IUCLIMILIMHBI SB/SeTCS OCHOBOU A1 ocBoeHus1 gucuuriie: TH®OPMAIIMOHHBIE
CUCTEMBI B JIOTUCTUKE, WH®OPMAIIMOHHBIE CHUCTEMbI B YIIPABJIEHUN
MAPKETUHI'OM, HNH®OPMAIIMOHHBIE CHCTEMBI B YIIPABJIEHUN IIPOJAXAMN,
YITIPAB/IEHUE NMHO®OPMAIIMOHHO-TEXHUYECKUMUA ITPOEKTAMU, NHTEPHET-
TEXHOJIOI'U B BU3HECE.

Hpe,ELBapI/ITEJILHLIe KOMIIeTEHILINH, CClJOpMI/IpOBaHHbIE y 06yqa}0Luer0CH A0 HauadJ/ia U3yuyeHusd AUCLHUTIINHBIL

e OIIK-3 — criocobeH yTpaBnisTh IPoLjeccaMy CO3/jaHusI U UCTI0/Ib30BaHMs TIPOZIYKTOB U YCIyT B cepe
MH(OPMaIMOHHO-KOMMYHHKAL[IOHHBIX TEXHOJIOTHH, B TOM UHC/Ie pa3pabaThiBaTh arOPUTMbI U
MIPOrpaMMBl Ji/Is1 MX MPaKTHUYeCKOM peann3ayn

¢ OIIK-4 — CrniocobeH MOHUMATh TIPUHLIUIIEI pab0Thl MHG)OPMALMOHHBIX TeXHOJIOTHH; UCTI0/Ib30BaTh
MH(MOPMALIMIO, METO/IbI U TIPOTPaMMHBIE CPe/ICTBa ee cOopa, 00pabOTKU U aHa/IK3a JI/1s1
MH(OpPMalMOHHO-aHaIUTUUe CKOM NOZIlep>KKY [IPUHATHS yTIpaB/ieHYeCKHUX pelleHui

e ITK-91 — cnocobeH K KOMMYHHKALIMH 1 KOOTIepalyu B [ POBOIi Cpefie, MCII0Ib30BaHHIO Pa3INUHbIX
LU(POBBIX CPeJCTB, T03BOJISIOLINX BO B3aUMOZIEHCTBUY C IDYTUMHU JTIOAbMH JOCTUraTh MIOCTaB/IeHHbIX
1esieit

e [1K-94 — criocobeH K yripaBieHUI0 HHPOPMaLvel U JaHHBIMH, TTOMCKY UCTOYHUKOB MHGOPMaLUy 1
JTAHHBIX, BOCIIPUSTHIO, aHa/IU3Yy, 3alIOMUHAHKIO U Tiepejjade HHPOPMAaLIMK C UCTOb30BaHeM LUPPOBLIX
CpeJiCTB, a TaKXKe C IOMOIIbI0 a/ITOPUTMOB I1pY paboTe ¢ MoTyyeHHbIMU U3 Pa3/INYHbIX UCTOYHHKOB
JIaHHBIMH C 11e/1bI0 3(PGEeKTUBHOTO HCIT0/Tb30BaHUS TI0TyUeHHOM HHGOPMALIUH [JIs PelleHus 3a7au

¢ TTK-95 — criocobeH K KpUTHUECKOMY MBIITIEHHIO B IIUGPOBOH Cpejie, orleHKe UHhOopMaIiuy, ee
JI0CTOBEPHOCTH, TIOCTPOEHHIO JIOTMUECKUX YMO3aK/II0UeHNH Ha OCHOBAaHMH MOCTYIAIOLMX UH(OPMaLy
Y JaHHBIX

¢ YK-1— CrniocobeH 0Cy1eCTBAT MOUCK, KPUTHUECKHUI aHau3 U CHHTe3 HHPOPMAaLH, TIPUMEHSITh
CYICTEMHBIV TIO/[XOZ, AJIs pellieHus] IOCTaBIeHHBIX 3a/iau



3. CTPYKTYPA U COAEPXKAHUE JUCIIUII/INHBI

OO0111as TPY/I0EMKOCTh JUCITUTUTUHBI COCTaB/seT 4 3.e., 144 u.

3.1. Copeprxanue (JUAAKTHKA) JHCLUATUTHHBI
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Pazpen 1. Paspen 1. Oc 1€ COCT: ¢dop i Ge3omacHocTH.
OcHOBHbIe TIOHsATHsI HH(OpPMaLMoHHOM Ge3onacHocTH. Kiaccudukarus yrpos.
3 5 Knaccudukanust cpefcts 3aiuthl vHGOpMary. MeTozb! U CpeiCTBa OPraHNU3aLOHHO- 29 10 4 6 19 20
TIPaBOBOM 3aIMThl HHPOPMALMK. MeToAb! U CPeiCTBA MH)KeHEePHO- TeXHUUECKOH 3aIlUThI.
TIporpaMMHBIe 1 TIPOrPaMMHO-aIIIapaTHble METO/BI M CPe/ICTBA 0GecIieyeH st
MHMOPMALIMOHHOMH 6e3011aCHOCTH.
Paspen 2. Pasaen 2. [IpaBoBoe ofecnieyeHne HHGOPMALHOHHOI 0€30MaCHOCTH.
VHdopmarys, MHMOPMaLMOHHbIe TEXHOJIOTMH U 3aijuTa uHdopmaiy. BesonacHocth
TIEpCOHA/IbHBIX NAHHBIX. PeByJ'll:TaTbl l/IHTeI'l}'leKTya}'ll:HOﬁ AeATe/IbHOCTH. ABTDpCKOE paBo.
3 5 ITpaBo NMpoMBILLUTEHHO# co6cTBeHHOCTH. KoMMepueckast TaliHa 1 PaBoBOi peXkKnM 28 10 4 6 18 20
obecrieyenns ee GesonacHoctu. [ocyapcTBeHHast TaiiHa M ee PaBOBast 3alljUTa. D/IeKTPOHHAsT
TO/IIUCh 1 IIPaBoBOe ObecredeHne Ge30acHOCTH neperucky. IpaBoBoe oGecrieueHye
6e3omacHoCTH TIpH UCII0/Ib30BaHUU ceTeii CBS3U. XapaKTEpI/lCTl/IKa U TI0C/IeACTBUA
TpecTyIuieHui B cepe MHPOPMALMOHHOI 6e30macHOCTH.
Pazpen 3. Paszgen 3. Opranu3anuoHHoe obecrieuenne HHGOPMaMOHHOH Ge30IacHOCTH.
3 5 TocyzapcTBeHHas cucTeMa obecriedeHust MHGOPMaLMOHHOI Ge3onacHocTr. OpraHu3aLyst 32 12 4 8 20 20
paboT 1o 3aruTe KoHbUeHIManbHOH nHdopMaLuy. JInijeH3upoBaHHe.
Paspen 4. Paspen 4. 3amura nHdop B COBP 1X HHpop 1X
cucremax. CriocoObl KOHTAKTHOTO ¥ GeCKOHTAKTHOro chemMa HHpopmari. Bo3moxxHoCTH
araku Ha OC, ux knaccubukarus. IlaposnpHast 3amura [TK. B3nom naponeii Windows NT u
3 5 UNIX. 3awura ot B310oma. VienTtudukaus v ayreHTrdHKaLms nosbs3osareseit OC. 26 10 2 8 16 20
Windows, UNIX, Linux. ®opma/ibHble MOJe/H 3all|IL{aeMbIX CUCTEM U UX MPUMEeHEeHHe B
coBpemeHHbIx OC. MeTo/ibl U cpe/iCTBa OrpaHUYeHusI OCTyNa K pecypcaM U KOMIIOHeHTaM
TIK.
Paspen 5. Pazgen 5. 3amura nHdopmanuy B KOMIBIOTEPHBIX ceTsX. OCHOBHbIE YTPO3bl
6e3omacHoCTH ceTeil. Mozem yrpo3 ¥ MoJe/ii NPOTUBOAeHCTBUsL. MeTozbl ayTeHTUDHKALIN
3 5 rosib3oBaresieil B ceTH. Pa3HOBH/IHOCTH BUPYCHBIX MporpamM. ITporpaMmHbIe cpeaicTBa 29 9 3 6 20 20
3allUThI: CKaHepbl BUPYCOB, CeTeBasi 3alljuTa, OpaH/jmayapbl 1 Ap. CructeMbl 06HapyKeHHst
CeTeBOr0 BTOP)KeHHs1. Be30nmacHoCTh 1106abHbIX ceTel U 371eKTPOHHOM MOUTHI.
Bcero 3a 5 cemecTp 144 51 17 34 93 100
Bcero no agucuun/inHe 144 51 17 34 93 100
3.2. AyATOPHBII NPAaKTUKYM
Ne Oo0nemMm,
Homep U HAUME€HOBAHUE pa3jejida JUCIIUII/IUHBI Tema MNPAKTHYECKOr'0 3dHATUA
n/n ayj. 4acoB
1 Paspen 1. Pasgen 1. OcHoBHbIe cocTaBsromiie  (OCHOBHBIE COCTaBIISIOLIME 6
MHGOPMaLIMOHHOM 6e30IacHOCTH. MHGOPMaLIMOHHOM 6e30IacHOCTH.
2 Pazgen 2. Pa3nen 2. [IpaBoBoe obecrieueHve ITpaBoBOe 0becmeueHwve 6
UH(OpPMAaLIMOHHOH 6e30MacHOCTH. uH(OpPMAaLMOHHOHN 6e30MacHOCTH.
3 Pazpen 3. Paszgen 3. OpranusanioHHOe OpraHu3aroHHoe obecrieueHue 8
obecrieueHue HH(i)OpMaLIHOHHOﬁ 6e3011aCHOCTH. I/IHCl)OPMElLlI/IOHHOﬁ 6e301acHOCTH.
4 Pazgnen 4. Pa3pen 4. 3auura nadopmanyi B 3ammuTa nHGOPMAI[U B COBPEMEeHHBIX 8
COBPEMEHHbIX I/IHCl)OpMaL[I/IOHHLIX CHUCTeMdaX. I/IHCl)OpMaL[I/IOHH]:IX CHUCTeMax.
5 Pazgen 5. Paszgen 5. 3amyta nHbopMalii B OCHOBHBIE COCTaBJISAIOLHE 6
KOMITbIOTEPHBIX CeTAX. I/IH(I)OpMa]_[HOHHOfI 0e30IacHOCTH.
Bcero 3a 5 cemecTp 34
3.3. CamocrosTennbHas padora crygenrta (CPC)
Ne Oo0nem,
Homep N HAMMEHOBaHHe pa3je/ia JUCLHUIL/IMHbI CO}J[EP)KEIHI/IE y‘lEﬁHOI‘O 3alaHUA
n/n 4acoB
1 Paszpen 1. Pazgen 1. OCHOBHEIE COCTaB/ISAIOLLINE OcCHOBHBIE COCTaBJISIOLIAE 19
MHGOPMaLIMOHHOM 6e301acHOCTH. MH(MOPMALIMOHHOM 0e30TacHOCTH.
? Pa3pgen 2. Pa3gen 2. IIpaBoBoe obecrnieueHne [TpaBoBoe obecrieueHue 18
“H(MOPMALIMOHHOM 6e30T1acHOCTH. UH(OPMAaIMOHHON 6e30MacHOCTH.
3 Paspen 3. Pasgen 3. OpranusanyioHHOe OpraHu3aroHHoe obecreueHye 20
obecrieueHvie HHGOOPMAI[MOHHOM Oe30MaCHOCTH. MH(OPMAIMOHHOW 6e30MacHOCTH.
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4  |Pasgen 4. Pazgen 4. 3amura nHGOpPMaIiu B 3armta nHGOPMAIUK B COBPeMEeHHBIX 16
COBpEMEHHbIX UH(POPMAI[UOHHBIX CUCTEMAX. MH(GOPMALIMOHHBIX CHUCTEMaX.
5 Pa3men 5. Paszgen 5. 3amqyrta nHbopMaliu B OCHOBHBbIE COCTaBJISIOIINE 20
KOMITBIOTEPHBIX CeTSX. WH(POPMAIMOHHOW 6e30TMacHOCTH.
Bcero 3a 5 cemecTp 93
4. ®OPMbI KOHTPOJII OCBOEHUSA TNCLUIIVINHBI
CEMECTP HEJAE/IN CEMECTPA
1 2 3 4 5 6 7 8 9 |10 11 12 13 14 15 (16| 17
5 Otu. | Ot4. | OTu. | Otu. | OTu. 1P Oru. | Otu. | OTU. iy Otu. | Otu. | OT4. | OTU. | OTU. P Or'[r(;{.
1o I13 | mmo I13 | mo 113 | rmo T13 | mo 13 o I13 | o I13 | mo I13 o I13|mo I13|mo I13|mo [13|mo I13 m3

YcnoBHbBIe 0003HAUCHUS:
o [IP — aparHoCTHUeCKasi paboTa;

e Ortu. no 13 — oTyeT No NMpakTUUeCKOMY 3a/JaHHIO.

TEKyll[I/lﬁ KOHTPOJIb YCII€EBAE€MOCTH CTYAE€HTOB IIPOBOJUTCA B IUCKPETHLIE BDEMEHHBIE MHTEPBAJ/IbI B

cnenyrommx dhopMax:
e MArHOCTUYECKasi paboTa;
e OTYET MO NMPAKTUUECKOMY 3a/IaHHIO.

HPOME)KYTO‘lHaH dTTecTalus IIpOBOAUTCA B (l)OpMaXZ

¢ 5S5K3dMeEH.
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5. YYEBHO-METOJIMYECKOE 1 THO®OPMAIIMOHHOE OBECIIEUEHUE
TCIUATUIVHBI

5.1. OcHOBHas JiMTeparypa no JUCLUILIMHE:

1. A. A. CrpenbLioB, B. H. IToxkapckuii, B. A. MuHaeB. . OpraHu3aLMOHHO-TIPABOBOe 00ecrieueHne
“H(GOPMAaIIMOHHOM Oe3omacHocTu. M.: M3a-so MI'TY um. H. 3. Baymana, 2018, 1. pec.
2. OpraHu3allMOHHOE U TIPaBOBOe obecrieueHre UH(POPMaIMoHHON 6e3omacHocTi. Mocksa: FOpaiirt, 2019,
3J1. pec.
3. C. A. Hectepog. . IndopmaririonHast be3onacHoctb. Mockea: FOpaiit, 2019, 1. pec.
5.2. [lorionHUTeNbHAs IUTepaTypa Mo JUCLUIIIUHE:
He TpebyeTcsl.

5.3. [lepuognueckue U3faHus:

1. ludopMariioHHO-U3MepUTEe/TBHBIE U YTIPAB/ISIONINE CUCTEMBI;
2. MogenupoBaHue U aHa/IU3 UH(POPMAI[UOHHBIX CUCTEM;
3. [NpuknaaHas nHGOPMaTHKa.

5.4. TlepeueHb peCcypcoB UH(POPMAI[MOHHO-TE/IEKOMMYHUKAITMOHHOMN ceTr "VIHTepHeT", HeoOXOAUMBIX /1/1sT
OCBOEHUS TUCIUIITUHBI, 3T1€KTPOHHBIE OUOTMOTEUHbIE CUCTEMBI:

He TpebyeTcsi.
CoBpeMeHHble npodeccruoHanbHble 6a3bl JaHHBIX:

1. https://rusneb.ru — HatmoHansHas ssekrpoHHast oubmioreka (HOB);

2. https://cyberleninka.ru/ - HayuHast snekTpoHHast 6ubnioreka «KubeprieHuHKa»;
http://www.rfbr.ru/rffi/ru/library - ITonHoTekcToBast 3/1eKTpoHHas 6ubmoTeka Poccuiickoro dhoHga
(hyH/IaMeHTaTbHBIX UCC/IeIOBAaHUH.

VHbopMalMOHHbIE CTIPaBOYHBIE CUCTEMBI:
1. Texakcriept — VTHbOPMaIMOHHBIN TIOPTaI TEXHUUECKOTO peryupoBaHus: HopMel, ipaBuia, CTaHAAPTHI
PD;
2. http://library.voenmeh.ru/jirbis2/index.php?option=com_irbis&view=irbis&Itemid=457 - b1 TOCTog
cobctBenHoM redepaiuu BI'TY "BOEHMEX" um. [I. ®. YCTHUHOBa;
3. http://www.consultant.ru/- KoncynsranTtILntoc- nH(opMaliioHHbI# ITOpTas ITPaBoBOM MHPOPMALUH.
5.5. TIporpamMMHOe obGecrieueHue:;
He TpebyeTcsl.

5.6. ndopmalioHHbIe TeXHOIOTUH:

B3anmogeiicTBre ¢ obyuaroumucs nocpegcrsom SMOC Moodle BI'TY «k BOEHMEX» um. [I.®. YctuHOBa.



6. MATEPUAJ/IBHO-TEXHUYECKOE OBECIIEYEHUWE JUCITUII/INHBI

6.1. JleKijnoHHbIE 3aHATHSA:

CreLa/IM3UpOBaHHbIe TpeOOBaHus 110 000PYZAOBaHMIO OTCYTCTBYIOT; ayAUTOPHUS C TIOCAZOUHBIMU
MeCTaMHU I10 KOJIMYeCTBY CTYZIeHTOB; [OCKa.

6.2. IIpakTHyeckue 3aHATHA:

1. ITpoekTop;
2. Pabouee 1abopaTopHOe MECTO.

6.3. Ilpouee:

1. pabouee MecTo rperiofaBaress, OCHaIleHHOe KOMITBIOTEPOM C JJOCTYNoM B VIHTepHerT;
2. pabourie MecTa CTYA€HTOB, OCHaIL|eHHbIe KOMITBEOTEPAMU C JOCTYTIOM B VIHTepHeT, npe/jHa3HaueHHbIe
I paboThI B 57IEKTPOHHOM 06pa3oBaTeNbHOU cpejie.



ITpunoxenue 1
K paoueii mporpaMme AMCLUILIHHbI
NH®OPMAIIMOHHAS BE3OITACHOCTbD U 3AIIIUTA

AnHoTanusa paboueii nporpaMMsl

Mucuynmiaa THOOPMAIIMOHHAS BE3OITACHOCTD M 3AIINTA sBnsieTcs AUCLUTUIMHON
yacTty, (hopMHupyemMo¥i ydacTHHKaMHU o0pa3oBaTe/IbHBIX OTHOIIEHHUH 0/10Ka 1, TporpaMmbl MOJTOTOBKH 110
HarpapsieHnio 38.03.05 busHec-uHpopmamuka. JuciyruivHa peanu3yeTcs Ha dakyasrete P MexkayHapoaHOTro
TIPOMBIIIVIEHHOTO MeHemkMeHTa W KommyHuKai BI'TY "BOEHMEX" um. [J.®. YcruHoBa kadenpoit Pl
MEHE/DKMEHT OPTAHM3ALIVN.

JucrunivHa HatjesieHa Ha hopMHpOBaHHe KoMhemeHYuli:
TTCK-6 criocoO6HOCTh yTpaBisTh UHGOPMAIIMOHHON 6e30MacHOCThI0 PecypcoB MH(OPMAI[HOHHBIX TEXHOJIOT U,

Copep>kaHue AUCLIUTIUIMHBI OXBaThIBaeT KPYT BOMPOCOB, CBA3aHHBIX C CBSI3aHHBIX C OCHOBHBIMU TIOHATUSMU U
COCTAB/ISTFOIUMH MH(POPMALIMOHHOM 6e30MacHOCTH, BUAMH YTPO3 M KOMILJIEKCOM Mep T0 WX HelTpanri3alyu.

[TporpamMmMoii AUCLUTIIMHBI TIPeyCMOTPEHBI C/leiyIoliie BUABI KOHTPOJIS:

TeKyLuii KOHTPOJ/Ib YCIIEBAéMOCTH CTY/€HTOB TIPOBOJUTCS B [IUCKPETHbIE BDEMEHHbIE HHTePBA/IbI B
cenyonumx popmax:
e UArHOCTUYeCKas pabora;
e OTYET I10 MPAKTUUECKOMY 3a/[aHHIO0.

IIpomexxyTouHas arTecTanusi IIPOBOAUTCS B hopMax:
e DK3aMeH.

OOm1as TPYJOEMKOCTh OCBOEHHUSI [JUCLMIUIMHBI cocTaBiseT 4 3.e., 144 u. TIporpaMMoW JUCIUTJIMHEL
TpelyCMOTPeHbI JIeKIIMoHHbIe 3aHATus (17 4.), mpakTtudeckue 3aHsaTus (34 4.), camocTosiTenbHast paborta
cryzeHta (93 u).
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IIpunoxenue 2

K paoueii mporpaMme AMCLUILIHHbI
NH®OPMAIIMOHHAS BE3OITACHOCTbD U 3AIIIUTA

TEXHOJ/IOI'U 1 ®OPMbI OBYUYEHUA

PekoMeH/Jaliiy 110 0CBOEHHIO JUCHUILTHHBI /I CTyAeHTa

TpynoeMKOCTb OCBOEHMS JUCLMIIMHEI cocTaBgeT 144 4., u3 HUX 51 4. ayJUTOPHBIX 3aHATHM, U 93 u.,
OTBe/|eHHbIX Ha CaMOCTOSITe/IbHYI0 paboTy CTyZeHTa.

PekoMeHzIalIK  TI0  pacripe/ie/ieHHI0  yueOHOTO BpeMeHU M0 BHJ]AM CAMOCTOSITE/TbHOM paboThl M
pasjeniam JVCIUI/IMHLI TIPUBE/IeHbI B TabTHIIE.

KoHTponb 0CBOeHUMs! AWUCLMIUVIMHBI IIPOM3BOAWUTCS B COOTBeTCTBUM C IlonokeHHMeM O TeKylleM,
py6eKHOM KOHTPOJIe YCIIeBaeMOCTH U TIPOMEKYTOUHOM aTTecTariiy 00yJarouxcsl.

®opMBbl KOHTPOJISI M KPUTEPUH OLIeHUBAHUs TIPYBe/ieHbl B TPUIOKeHHH 3 K Paboueii mporpamme.

HaumeHoBaHue padoTbl

PexkomeHpiyemMasi IuTeparypa

TpyRoeMKOCTB,
Jac.

Pazpen 1. Pasaen 1. OcHoBHBIE COCTaB/IAIOIIHE HH(OPMaI[HOHHOM 0€30I1aCHOCTH.

OcHoOBHbIE
COCTaBJISAIOLIIME C. A. Hecrepos. . adopmarimonHas 6e3omacHoCTh: MOCKBa: 19
nH(OPMaLOHHON FOpaiiT, 2019 (1-4)
0e30MacHOCTH.

Wroro no pasgeny 1 19

Pazgen 2. Pa3pen 2. [IpaBoBoe obecrnieueHrne HH()OPMAIHOHHOMH 0€30MTaCHOCTH.

IIpaBoBOe obecrieueHue A. A. CtpesnblioB, B. H. TToxxapckuii, B. A. MuHaes. .
MHGOPMAaLMOHHOM OpraHu3aIMoHHO-TIPaBOBOe 0becreueHre NHGOPMaIIMOHHOM 18
6e30MacHOCTH. 6e3omacHocTu: M.: M3g-8o MI'TY um. H. 3. Baymana, 2018 (1-4)

Wroro no pasgeny 2 18

Pazgen 3. Pasaen 3. Opranu3anuoHHoe obecrieyeHue HHGOpPMaMOHHOK 0e30MMacHOCTH.

OpraHu3aloHHoe
obecrieueHrie OpraHu3alyoHHoe 1 MTpaBoBoe obecrieueHrie HHGQOPMALMOHHOM 20
nH(MOPMaIOHHON 6e3omacHocT: Mockea: FOpaiit, 2019 (1-3)
0e30MacHOCTH.
Wroro no pa3geny 3 20

Paszpen 4. Pa3pen 4. 3amura nagopmManyun B COBpeMeHHbIX HH(OPMaLHOHHBIX CHCTeMaXx.

3amquta uHGOpPMAaIiH B
COBPEMEHHBIX

C. A. Hecrepos. . IndopmaroHHast 6e30macHOCTb: MoCKBa:

MH(MOPMaIMOHHBIX FOpaiiT, 2019 (1-2) 16
cucTeMax.

Urtoro no pasgeny 4 16

Paspen 5. Pa3gen 5. 3amura nHGopMalui B KOMIIBIOTEPHBIX CETAX.

cOoCc};(::J{I;I:)mMe A. A. Crpesnbros, B. H. Iloxxapckwuii, B. A. MuHaes. . 5
HH(OpMALHOHHO OpraHu3arMoHHO-TIPaBOBOe 0becreueHre NHGOPMaI[MOHHOM 20
6630MACHOCTIL. 6e3omacHocTH: M.: M3g-Bo MI'TY um. H. 3. Baymana, 2018 (1-2)

Wroro mo pa3zeny 5 20
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IIpunoxenue 3
K paoueii mporpaMme AMCLUILUIHHbI
NH®OPMALIMOHHAS BE3OIIACHOCTH 1 3ALIIUTA

®OH/J] OODEHOYHBIX CPECTB

®DoH/| O1[eHOYHBIX CPe/CTB, MO3BOJISIONIHE OL[eHUThL Pe3y/IbTaThl 06yUeHH s 10 JaHHOM AUCIUITINHE, BKIFOUYAIOT
B ce0s:

e UarHocTUYecKas paborta
*  OTYET I10 MPAKTUUECKOMY 3a/JaHHIO;
e 5K3aMeH.

Kputepuu onjeHuBaHus

JMuarnocruueckas: pabora
[uarHocTtrueckas pabora mpoBogutcs B popme Tecta B SNOC Moodle:

e TIpU MPaBUJILHOM OTBeTe MeHee ueM Ha 60% BOIPOCOB - He aTTeCcTalus;
e [IpU MPABHILHOM OTBeTe Ha 60% BOMpOCOB U OoJjiee - aTTecTalysl.

OTuer Mo NPaKTHYECKOMY 3a/JaHUI0

TpeboBaHMsI K BHITIO/IHEHUIO MPaKTHUeCKUX 3aganui (113):
ITo BceMm T13 HEOOXOJUMO BBITIOTHUTE MTOCTABIEHHYIO 3a/lauy COTVIACHO 3a/JaHHI0, a TaK)Ke BHUMATeTbHO
MPOYMTATh COMYTCTBYIOITYIO HHAOPMAI[UIO O TPOrPaMMHOM 00eCIieueHnH, B KOTOPOM OCYITeCTBISETCS
pabora.
Ortuert mo T13:
ITo kaxxaomy I13 HeOOXOAMMO MOATOTOBUTh OTUET B 3JIEKTPOHHOM BU/ie. [Toc/ie BBITIOHEHUST OTUETa €ro
HeoOX0ZMMO TIPe/IOCTaBUTh Ha MPOBEPKY TperoaBaresito (/100 TUUHO, MO0 TTOCPeACTBOM 3IeKTPOHHON
routsl). ITpu odopmnennun otueTta pykoBocTBOBaThbcst [[OCT 7.32-2017. CocTaB oTueTa OIUCHIBAeTCS B
MOCTaHOBKe 3a7iaun Kaxkaoro I13.
3awmura I13:
3amuTa I13 mpegycMarpuBaeT o6CysKaeHHe TIOpsiKa pellieHus MpelyCMOTPEHHBIX er0 TeMaTUKOM 3a/au,
BKJTtOUasi IPOBEPKY YCBOEHUSI CTYZeHTOM COOTBETCTBYIOIIUX CBeZleHUM 13 TeOpUHU.
TunoBble MpakTUUeCKUe 3a/laHusl BK/IIOUeHbI B cOCTaB Y MK AUCLIATITMHEL.

JK3aMeH

OO0yuatoruiicss IMeeT MpaBo Ha Io/yueHre MUHUMA/IbHOHN MOJI0KUTETbHOMN OL[eHKH TPY YCJIOBUU
YCIIEIIHOT'0 MPOXO0XKAE€HUS TeKYIIer0 KOHTPOJISI yCIIeBaeMOCTH B (hOPMe AMAarHOCTHUUECKOM paboThI B
COOTBeTCTBUM C TpaduKoOM pa3zena 4.
VITOroBBI{ KOHTPOJIB TI0 AUCLUITMHE TTPOXOAUT B opMe 3K3ameHa. JJomyck K 3k3ameHy oopMIIsSIeTCst Ipu
YCJIOBHUU TIOJTHOTO BBITIOJTHEHUS BCEX MEPOIIPUSTHH, MPelyCMOTPEHHbIX TPa)IKOM KOHTPOJTbHBIX
MepOTPUATHH. DK3aMeHaI[MOHHbIN OUIeT BK/TFOUaeT B cebs IBa TEOPETHUECKUX BOTpoca. KOoMIIJIEKT BOMIPOCOB
K 9K3aMeHy pa3MelleH B YMK quCLUTIIMHEL
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[MacriopT doHa OLIEHOUHBIX CPeJICTB
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Pa3pen 1. Pa3gen 1. OcHOBHBIe OTueT 1o
3 5 |cocraBisiromue nagopmammonnoii | 29 | 10 4 6 19 20  |mpakTH4ecKoMmy
0e3omacHOCTH. 3alaHUI0
Paspgen 2. Pa3pen 2. IIpaBoBoe Ortuet no
3 5 |oGecneueHne HH(PpOPMALIIOHHOM 28 | 10 4 6 18 20  |mpakTH4ecKoMmy
0e3omacHOCTH. 3a/laHUI0
Pa3pen 3. Pazgen 3. Ortuet no
3 5 |OpraHu3anHoHHOe olecreyeHue 32 | 12 4 8 20 20  |mpakTH4ecKoMmy
UH(OPMAIIMOHHO 0€30MaCHOCTH. 3a/JlaHuI0
Pazpen 4. Pa3gen 4. 3amura OrTueT 110
3 5 |uH(popMaIuM B COBPEeMEHHBIX 26 | 10 2 8 16 20  |mpakThueCcKoMy
uH(OpMaILHOHHBIX CHCTeMaX. 3a/laHuUI0
Pa3pen 5. Pazgen 5. 3amura Ortuet no
3 5 |uHdopManyuu B KOMNbIOTEPHBIX 29 9 3 6 20 20  |mpakThuYeCcKoMy
ceTsX. EEVE1212100)
Bcero 3a 5 cemectp 144 | 51 17 34 93 100
Bcero no guciuinHe 144 | 51 | 17 34 93 100
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Kputepuu oneHuBaHus

IICK-6

Ne 1

Ne 2

Ne 3

Ne 4
Ne 5

Ne 6

Ne 7

Ne 8

Ne 9

Ne 10

Ne 1

Ne 2

Ne 3

Ne 4

Ne 5

Bonpocbl omkpbimoz2o muna:

Yro Takoe NMPUHLIAT HAUMEHbBIITNX MPUBU/IETMH U KaK ero peaay3arnys Crioco0CTByeT
TOBBINIEHUIO YPOBHS UH(POPMAIMOHHOH 6e30MacHOCTH?

Kakyto posb urpaet mugpoBaHye IaHHBIX B 0becriedeHur WH(POPMAIMOHHON
Ge3omacHOCTH?

Yro Takoe yrpaBieHHe PUCKaMU B MH(MOPMAIMIOHHOW 0e30MacHOCTH U KaKUe STarlbl
BKJIFOUaeT 3TOT IpoLecc?

Kakue npeumyltriectBa 1 HeZioCTaTKU UMeeT AByx(dakTopHast ayreHTHbUKams (2FA)?
Kak ¢pyHKIMOHMpYyeT crcteMa obHapy»xeHust BTop>xeHui (IDS) 1 Kak oHa MOXKeT
TIOMOUYb B TIPe/IOTBpAILeHUH yTPO3?

Yro Takoe MOMMTHKA UH(HOPMAIL[MOHHOM 6e30MaCHOCTH U KaKMe 0CHOBHBIE 3/IEMEHTHI
OHAa JTO/DKHA BK/TFOYATh?

Kaxkue K/roueBbie acreKThl HY’)KHO YUUTBIBATh TIPU pa3paboTKe IyiaHa BOCCTAHOBIEHHUS
MOC/Ie UHIU/IEHTOB MH(MOPMAI[MOHHOM 6e301acHOCTH?

Yro npeacrapisieT coboi KoHLemnys Zero Trust U Kak OHa U3MEHSIET MOJX0H K
MH(bOPMaIMOHHON 6e30MacHOCTH?

Kakue Mepbl MOKHO TIPe/ITIPUHSTE /TS 3aIATHI JAHHBIX, XPAHAIIUXCS B 00/1auHbIX
cpefax?

Yro Takoe yrpaBieHUe UHIAAEHTaMH HH(HOPMAIMOHHOW 0e30MacHOCTH U KaKUe Iaru
BKJIFOUaeT 3TOT IpoLecc?

Bonpocbl 3akpbimo2o muna:

Yro npeacTap/sieT cOO0M PUCK B KOHTEKCTe UH(GOPMALMOHHOM 0e301acHOCTH?

¢ A. Bo3MOXXHOCTb HapylleHUs: KOHOUAEHLIMaTbHOCTU
¢ b. BeposATHOCTb BO3HUKHOBEHUS YTPO3bI

e B. IlocneacTBust ataku

e [ ¥Ya3BUMOCTbL CHCTEMBI

Kakas 13 ciiefyrolux Mep HarpaBs/ieHa Ha [pefoTBpalleHre yrpos?

e A. IlludpoBanue gaHHBIX

¢ b. BoccTaHoBneHue nociie c6os

¢ B. Pe3epBHOe KOIIMPOBaHue JaHHBIX
o I. Aygut 6e30macHOCTH

Kaxoii 13 criefytoIux rmo/xo0B Harbosiee MOAX0AUT [Jis YIIpaBIeHUsT PUCKaMU
HMHGOPMaLIMOHHOM 0e301acHOCTH?

A. TIlogxoj, oCHOBaHHBIN Ha aHa/K3e BepOSTHOCTeH U MOC/e/[CTBUN yrpo3
b. [Togxo/;, 0CHOBaHHBINM HAa UHTYUIL[UK U SKCIIEPTHOM MHEHUU

B. ITogxo/, 0CHOBaHHBIM HAa UCTOPUYECKUX JAaHHBIX

I'. [Toaxo/, OpUeHTHPOBaHHBIM Ha MUHMMHU3AI[1IO 3aTpaT

1. Kakas 13 repeurcieHHbIX TeXHOJOTUM JIyullle BCero MoAX0AUT AJIs 3alUThl
JlaHHBIX, HAXOAAIMXCS B 00/1auHOM cpezie?

A. BupryanbHas yactHad ceTb (VPN)

b. ®u3nueckoe orpaHUuUeHHe JOCTYIIA K cepBepaM

B. lIngposaHre faHHBIX B COCTOSHWAY TIOKOS U TIPU TlepeZiaye
I". IncTpymeHTHI fi71s1 00Hapy»keHuUs1 Brop>keHn# (IDS)

1. Kakoti MeTo/i MOHUTOPUHTA Harbosee 3 eKTHUBeH /17151 0OHApY>KeHHsT aHOMaTAH
B CETEBOM TpauKe, yKa3bIBAIOIIMX HAa BO3MOXKHBIE YTPO3bI?

A. PyuHoe oTC/Ie)X1BaHuUe JIOr0B

b. Mcnonb3oBaHue cucTeMbl aHaiu3a ceTeBoro Tpaduka Ha OCHOBe MAllIMHHOIO
obyueHust

B. ITeprionyeckasi poBepKa )KypHaI0B 6e30macHOCTH

I". YcranoBka aHTrBHpycHOro [10 Ha KOHeUHbIe yCTPOMCTBA
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Ne 6 1. Kakoii u3 crieiytoiux MeToZioB Harbosiee 3h(eKTUBHO 3all[UIIAeT CUCTEMY OT
HeCaHKIMOHUPOBAHHOTO /I0CTYyTIa?

¢ A. Vcnons3oBaHue MHOTO()aKTOPHOW ayTeHTU(HUKALUM
e b. PerynsipHoe U3MeHeHHe naposieit

¢ B. OrpaHuueHue npas f0CTyIIa

e [ YcraHoBka aHTUBUpYCHOro I10

Ne 7 1. Kakoli U3 c/ieiyIolux Mo/[X0/I0B UCTIOL3YeTCs /11 MUHUMH3alMy yiiepba B
cy4yae KOMIPOMeTAaLU YUeTHOU 3aiucu?

e A. Baeznpenue ofiHOGhaKTOpHOM ayTeHTH(hHUKALUN

¢ b. Orpanuuenue fi0CTyIa 110 BpeMeH:U U MeCTy

¢ B. INonuTrka 06si3aTenbHOTO M3MeHeHwHs Taposs pa3 B 90 gHeit
e [ BegeHue xypHana Bcex orepanyi

Ne 8 1. Uto sBnsieTcst ocHOBHBIM HazHaueHreM DLP (Data Loss Prevention) cucrem?

e A. IlludpoBaHue JaHHBIX

¢ B. ObHapyXeHHe BTOPXXeHUH

e B. [IpenoTBpaiijeHne yTeuku KOH(HeHI[MaIbHOW HHpOpMaLIU
o I YmpaBsieHue JOCTYIIOM K CeTH

Ne 9 1. Kakyto OyHKI[UIO BBITTOJTHSIOT CUCTEMBI YTIIPABIeHUs COOBITHAMU U UH(OpMaIuei
6e3omnacHoctH (STEM)?

e A. C6op, aHa/IM3 1 KOPpeJIALMSA JaHHBIX O COOBITHAX 6e30MacHOCTH /1/Is1
oOHapy>keHHUs yTpo3

e b. [IludpoBanHyre JaHHBIX B peaTbHOM BpeMeH!

¢ B. MOHUTOPUHT CeTeBOro Tpadmka

o [ ¥YmpaBneHue NpuBUIETUAMH T0/Ib30BaTe/ el

Ne 10 1. Kakyo poJsib UrpaeT ayAuT 0e30MacHOCTH B TIPOLIECCe YIIPaB/Ie€HUs
WH(pOPMAIMOHHOW 6e30MacHOCThI0?

e A. Peanu3sanysi noauTUK 6e30macHOCTU

e b. Ornenka 3¢p¢eKTHBHOCTH CyILIeCTBYIOIMX Mep 06e301acHOCTH U BbIsIB/IEHHE
VSI3BUMOCTE

B. ®unbTpanys KOHTeHTa

I'. YnpaBnieHue [OCTYIIOM K CeTH
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