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NMHO®OPMALIMOHHASA BE3OITIACHOCTD PASPABOTKMU ITPOI'PAMMHOI'O

OBECIIEYEHUSA
Hanpagsnenue/cnenuaibHOCTb 24.05.06 CucreMbl yipaB/IeHHs JIeTaTe/IbHBIMH annaparaMu
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JIUCT COI'JIACOBAHUA

PABOYAS ITPOI'PAMMA COCTABJIEHA B COOTBETCTBUH C TPEBOBAHUSMU ®ENEPAJIBHOI'O
T'OCYJAPCTBEHHOI'O OBPA3OBATE/IBHOI'O CTAHJAPTA BBICIIIET'O OBPA3OBAHUA (®I'OC BO)

24.05.06 Cucrembl ynpaB/ieHHs jleTaTe/IbHBIMU aniiaparamMu
rog, Habopa rpynrbl: 2024

IIporpamMmmMmy cocTaBuiI:

Kadenpa A5 JUHAMUKA U YTIPABJIEHUE TTIOJIETOM
JIETATEJIBHBIX ATIITAPATOB
[TerpoBa MipuHa JleoHW10BHa, K.T.H., JOLIEHT, JOLIEHT

[TporpaMma paccMOTpeHa
Ha 3ace/laHuy Kadeapbl-pa3paboTurka
paboueti nporpammel A5 TUHAMMKA U YIIPAB/IEHUE TITOJIETOM JIETATEJ/IBHBIX ATITTAPATOB

3aBenyromuii kadenpoii Tonmerun O.A., A.T.H., ipod.

[Tporpamma paccMOTpeHa
Ha 3ace/JaHUM BhIMyCKaroIiei Kadeapbl

A5 ITMHAMMKA U1 YITPABJIEHUME ITOJIETOM JIETATEJ/IBHBIX AIIITIAPATOB

3aBepytomumii kKadenpoit Tonmervx O.A., A.T.H., Tpod.




PABOYAS ITPOI'PAMMA JUCIIAII/INHBI
NMHOPOPMAIIMOHHASA BE3OITACHOCTD PASPABOTKU ITPOTPAMMHOTI'O OBECITEYEHWSA

Paspensl paboyeii mporpaMmsI

1. HEJIN OCBOEHUSA JNCHUITIINMHBI

2. MECTO INCLHUIIIIMHBI B CTPYKTYPE OOII BO

3. CTPYKTYPA 1 COOEPXXAHWE NUCLIAITJINHBI

4. ®OPMbBI KOHTPOJIA OCBOEHUMA ANUCLIUITIMHBI

5. YYEBHO-METOIMYECKOE 1 UTHOOPMAILIMOHHOE OBECITEYEHUWE OVCLUITIIHBI
6. MATEPUAJIBHO-TEXHMUYECKOE OBECITEUEHWE OVUCHUITJIMHBI

ITpusoxeHusi K padouyeii mporpaMme JUCIMILUIHHBI

o Tlpunoxkenue 1. AHHOTaLMsI paboueli IpOrpaMMbl
¢ TIpunoxenue 2. TeXHOTOTUU U GOPMBI 00yUeHUSA
o [Ipunoxenue 3. OHABI OLIEHOUHBIX CPEJCTB



1. OE/IM OCBOEHUSA JUCILUIIVIMHbBI

Lenbto 0CcBOEHUS AUCLUILIVHEI SIB/IsieTCst (POPMUPOBAHUE CIeAYIOIMX KOMITeTeHLUI:

IMK-93 — crocobeH reHepupoBaTb HOBble UJeW [ pelleHWs 3afad LQpoBol SKOHOMHKH,
abcTparvpoBaThCs OT CTaHAAPTHBIX MOfesel, IepecTpauBaTh CAOKUBILKECS CrMoco0bl pelieHus 3afad,
BBIJIBUTaTh a/IbTePHAaTUBHbIE BAPUAHThI JIeMCTBHUI C 1ie/Ibl0 BEIPAOOTKY HOBBIX ONTHMa/IbHBIX aITOPUTMOB

TICK-2.9 — CniocobHOCTB K pa3paboTKe ITporpaMMHOT0 0becrieueHust it CUcTeM yripaeieHus BITJTA

DOopMHUPOBaHUIO KOMITETEHLIUI CITY)KUT AOCTKEHHUE CJIeyIOLINX pe3y/IbTaToB 06pa3oBaHus:
IK-93

3HAHUA:

* OCHOBHBIE yrPO3bI /I7IsI IPOrPaMHOro obecrieueHus, K1acCU(hUKAIIASA U BUIbI YI3BUMOCTEH;

* crierduika 6e3onacHocTH web-ripuioxkennii. BHeapenue SQL-Ko/ja pa3MUHBIX THTIOB;

* YSI3BUMOCTH, CBsI3aHHbIe ¢ web-cepBepaMu U web-KirieHTamuy;

* "mpe/icKa3yembie" TTapaMeTphbl ¥ YSI3BUMOCTH ayTeHTU(HKAI[IH;

* crieruduka 6e3onacHocTy desktop-npuiokeHui, nepemno/iHeHye Oydepa, orpexy ¢opmara CTPOK;

* [[e/IOYUCTIEHHBIE TIePEeTIOTHEeHHs], HEKOpPeKTHast 00paboTKa UCKITFOUeHHH 1 OIMO0K;

* BHE/IDEHHE KOMaH/I, 0TKa3 OT 00C/TyKUBaHHSI;

* IOHUMaHUe 00LMX yrpo3 B chepe Kpunrorpaduu;

* PYYHOM aHa/M3 Ko/ia, aBTOMaTH3MPOBAHHBIN CTaTUUeCKUH 1 TUHAMUUeCKUH aHa/|3 KOJa;

* IMHaMUYeCcKoe TeCTHPOBaHue, (a33uHT;;

YMeHuUsi:

* COCTaBJ/IEHHE TIPUMepPA TIOBEPXHOCTH aTak| Ha JieMOHCTpaljoHHoe T10;

* IPUMEHATh PYYHOU, aBTOMATU3UPOBAHHBIN CTaTUUECKUN U IMHAMUYECKUN aHaIn3 Ko/ia;

* TPUMEHSTH TOJyYeHHble 3HAHWS B TPAKTHKe TIOCTPOEHHMsS 3allMIIeHHBIX CHCTeM 00paboTKu
vH(OpMalyu 1pyA pa3paboTKe CTPYKTYpPhbI CUCTEM YIpaB/ieHWsi 0eCTUIOTHBIMH JieTaTe/lbHbIMK arfiapaTamy,
BKJTFOUas KOHOHJeHLIMaIbHY0 HHGOPMAL|I0 ¥ 00paboTKy NepcoHaBHBIX JaHHBIX;;

HABbIKU:

* IPUMEHSITh TI0/TyUeHHbIe 3HAHUS Ha TIPAKTHKE JIJIsk IPUEMOB pa3paboTku Oe3omacHoro T10 s cuctem
yTpaBJieHus: 6eCUIOTHBIX JIeTAaTeNbHBIX arlapaTos;.

IICK-2.9

3HAHUS:

* OCHOBHBIe yrpo3bl 711 TiporpamHoro obecrieuenus (I10), knaccrudukays U BUABI y3BUMOCTEN;

* crieruduka 6e3omnacHocTH web-nipuioxkeHuii. BHeapenue SQL-Ko/ja pa3IMUHbBIX THIIOB;

* YA3BUMOCTH, CBSI3aHHBIE C web-cepBepaMu ¥ web-K/TMeHTaMuy;

* "TipeficKa3yemMble" TTapaMeTphI ¥ YSI3BUMOCTHU ay TeHTU(DHKALNY;

* crietmduka 6e3omnacHocty desktop-nipunokeHuii, epernosiHeHue Oydepa, orpexu ¢opMara CTPOK;

* 11e/IOUMC/IEHHbBIE TIePETIOTHEHUS, HEKOPpeKTHasi 00paboTKa UCK/TI0UeHUH U OINO0K;

* BHe/IpeHHe KOMaH/, 0TKa3 OT 00C/TyKUBaHMS;

* IOHMMaHHe 001X Yyrpo3 B cdepe Kpunrorpabuuy;

* Py4HOIt aHa/M3 Ko/ja, aBTOMaTHU3MPOBaHHbIN CTaTUUeCKUH U AMHaMUUeCKUI aHa/ln3 KOZa;

* IMHAMHUECKOe TeCTUPOBaHUe, (ha33uHT;;;

YMeHuUsi:

* cocTaB/ieHe TIpUMepa TIOBEePXHOCTH aTakH Ha JieMoHcTpaLuoHHoe [10;

* IPUMEHSTh PYYHOU, aBTOMAaTU3UPOBaHHBIN CTaTUYeCKUN U AWHAMWYeCKUW aHan3 Ko/ia;

* MPUMEHSTh TIO/NyueHHbIe 3HAHWSI B TIPAKTHKE TIOCTPOEHWS 3allUIIeHHBIX CUCTeM 06paboTKH
WH(pOPMAIUK TIpU pa3paboTKe CTPYKTYPhI CUCTEM YTIpaB/ieHWs OeCTUIOTHLIMU JieTaTe/bHbIMU arifiapaTaMy,
BKJTFOUast KOHGU/IeHIIMaTBLHYI0 HHGOPMAIUI0 U 00paboTKy MepcoHaTbHBIX JaHHBIX;;

HABbIKU:

* TIPUMEHSITh TIO/MlyYeHHble 3HaHWSl Ha TpaKTUKe [isi pa3paboTku OesomacHoro IO anst cuctem
yTpaB/ieHus1 0eCIMIOTHBIX JIeTaTelbHBIX arrapaTos;.



2. MECTO ANCIIMIIVIMHBI B CTPYKTYPE OOII BO

HJucunnmmaa MTHOOPMALNMMOHHASA BE3OITACHOCTD PABPABOTKMU ITPOT'PAMMHOI'O
OBECITEUEHUS sipnisieTCs1 JUCLIMTUIMHON YacTH, (JopMUpYyeMoii yuaCTHUKAMH 00pa3oBaTeTbHBIX
OTHOIIeHUH 0/10Ka 1, TporpamMMebI IMOTOTOBKY 10 HarparsieHuto 24.05.06 Cucmembl ynpaeneHus
Jlemame/lbHbIMU annapamamul.

CogepkaHue JUCLIMIUIVHBI SBJISETCS JIOTUUEeCKUM TIPOJO/DKEHUeM JUCLUIUIVH: KOMITbFOTEPHBIN
ITPAKTUKYM, ITPOI'PAMMUPOBAHUE HA A3BIKE BBICOKOI'O YPOBHS, BBEAEHUE B
NMH®OPMAIIMOHHBIE TEXHOJIOTI'N.

Copep>kaHve AUCLIUIUVIMHBL SIBJISIETCSI OCHOBOM [jis ocBoeHMs aucuuruiiH: BU3YAJIM3AIIASL
ITPOTPAMMHOI'O OBECIIEYUEHWUSA, AJAIITUBHBIE CHUCTEMbBI ABTOMATHUYECKOI'O
YITIPAB/IEHUS.

ITpeBapuTe/bHBIE KOMITETeHLIMH, ChOPMHUPOBaHHBIE ¥ 00yUaroIierocs A0 Havyana U3yuyeHHst AUCLUTUIHBL:

e OIIK-2 — CniocobGeH MMOHMMaTh MPUHLIUIIBI PaO0THI COBPeMEHHBIX MH(OPMaLMOHHBIX TeXHOJIOTHI 1
WCII0/1b30BaTh UX Ji/Is pellleHus 3a/a4 podeccuoHaIbHOM [iesaTe/IbHOCTH

¢ OIIK-9 — CniocobeH pa3pabarhiBaTh aJITOPUTMbI M KOMITbIOTEPHBIE TTPOTPAMMBI, TIPUTO/HBIE JIJIST
MPaKTU4YeCKOro NpUMeHeHHs

¢ [TK-91 — criocobeH K KOMMyHHKaLMX ¥ KOoTepaLyu B LM(poBOi cpefie, UCIOIb30BaHMIO Pa3TAYHBIX
1M POBBIX CPEJICTB, MO3BOJISIOIIMX BO B3aUMOAENCTBUM C APYTUMU JHOAbMU JJOCTUTaTh MOCTaB/IeHHbIX
esei

e [T1K-94 — cniocobeH K ympap/eHHI0 HH($OpMaLyel 1 JaHHBIMH, TIOMCKY UCTOUYHHMKOB HH(OpPMaLy U
JJAHHBIX, BOCIIPUSITUIO, aHa/IU3Yy, 3allOMUHAHKIO U Ilepejjade HHPOPMALIMK C UCII0/Ib30BaHKeM LU(PPOBbIX
CpeJCTB, a TAKXKe C MIOMOIIIBI0 aTOPUTMOB IpY paboTe C MOoTyYeHHBIMH U3 Pa3/IMYHBIX HCTOYHHKOB
JIaHHBIMH C 1jeJIbI0 3((eKTUBHOIO UCTIO0Ib30BaHUs M10/IyuyeHHOM NH(OpMAaLUY AJIs pellleHus 3aad



3. CTPYKTYPA U COAEPXKAHUE JUCIIUII/INHBI

OO0111as TPY/I0EMKOCTh JUCITUTUTUHBI COCTaB/sieT 3 3.e., 108 u.

3.1. Copeprxanue (JUAAKTHKA) JHCLUATUTHHBI
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Paszpen 1. Befienue B pa3pa6oTKy Ge3onmacHoro ITO. 1.1. [Tpumepbl CTaHAAPTOB NPUHATBIX B
5 9 pasHeIx cTpaHax. 1.2. ITpumepsl 0CHOBHBIX yrpo3 Ajs I10. 1.3. Knaccudukauys 1 BUfibl 16 6 6 10 15 15
YSA3BUMOCTei1.
Pa3spen 2. Cneyuduka 6esonacHocti web-npuioxenuii. 2.1. BHeapenne SQL-koza
5 9 Pas/IMYHOrO TUMa. 2.2. YA3BUMOCTH, CBsi3aHHbIe C web-cepBepamu. 2.3. Ys13BUMOCTH web- 22 12 12 10 10 10
K/11eHToB. 2.4. "[pefckasyemble” napaMeTpbl U YSI3BUMOCTH ayTeHTH(HUKALH.
Pa3pen 3. Cienuduka Ge3onacHoct desktop-npunoxenwii. 3.1. ITepernonHenue Gydepa.
5 9 3.2. Orpexu hopmara ctpok. 3.3. Lienouncs 1€ T1eperio. 3.4. HexoppekTHast 2 12 12 10 20 20
ob6paboTka McK/roueHui ¥ omuboK. 3.5. BHesipenue komanz,. 3.6. OTKa3 0T 06C/y)KUBaHUsI.
3.7. CuTyaLysi FOHKU.
Paszpen 4. Cneuuduka 6e30nacHOCTH MOOHIIBHBIX MPU/IOXKeHH. 4.1. [ToHnMaHHe 06X
5 9 yrpo3 B cdepe kpunrorpacduu. 4.2. CocrapneHre NpuMepa MOBEPXHOCTH aTaku Ha 18 8 8 10 10 10
ZieMoHCTparuoHHoe I10.
5 9 Paspen 5. Anaym?. Kopa. 5.1. PyuHoli aHanu3 kozja 5.2. ABTOMAaTHU3UPOBAHHbINA CTaTHYeCKUH U 16 6 6 10 o5 o5
[AVHaMHU4eCKUU aHa/nu3 KoJa.
5 9 Paspen 6. Tun 'KOe TeCTHpP 6.1. ®a33uHr. 6.2. [Ipymeps! TyullUX IPAKTUK U 14 7 7 7 20 20
ripreMoB pa3paboTku 6esonacHoro I10.
Bcero 3a 9 cemecTp 108 51 51 57 100 100
Bcero no gucuuninHe 108 51 51 57 100 100
3.2. AyATOPHBII NPAaKTUKYM
Oo0neMm,
No Homep n HaumeHOBaHMe
Tema NPAKTHYECKOr'o 3aHATHUA ayj.
n/n pa3ae/ia JUCHUIIMHbI
JacoB
IIprmephbl cTaHAAPTOB NPUHSTHIX B pa3HbIX CTPaHax.
Pazgen 1. Brenenue B PUMEP Aap P P p
1 [Tpumepsl ocHOBHBIX yrpo3 asis [10. Knaccudukanus v 6
pa3pabotKy 6e3omnacHoro I10. N
BU/BI YA3BUMOCTEN
2 Buegpenve SQL-koma pa3mvuHOro TUmna 4
3 |Pazgen 2. Crieru¢uka Ys3BUMOCTH, CBsi3aHHBIe ¢ web-cepBepaMu 4
4  |GesomacHocTH web- Ys13BUMOCTH Web-K/IHeHTOB 2
5 TIPATIOKEHNH. "TIpefcka3yeMble” TlapaMeTphbl U yA3BUMOCTH 9
ayTeHTU(hUKAIIN
6 [MepernonHenue Oydepa. Orpexu opmara cTpok 4
7 Pasgen 3. Cnenmduka LlenouriciieHHbIe TieperiosiHeHus. HekoppekTHast odpaboTtka 2
6e3omacHocTH desktop- WCKJTFOUeHUH U omnb0K
8  |IPUIOKEHHUH. BHeznpenne komas . OTKa3 oT 00CTy>KUBaHUSI 4
9 Cutyauys roHKu 2
10 Crerjuduka 6e30MacHOCTH MOOM/TbHBIX-TTPUIOXKEHUH 4
11 Pasnen 4. Crienpuxa [Tonnmanue o0LMX yrpo3 B cdepe Kpurnrtorpaduu 2
6e30MacHOCTH MOOW/TBHBIX HX YTP peKp P
12 HPHHO)KEHHﬁ. CocrapneHue npriMepa IIOBepXHOCTH aTdKX Hd 2
neMmoHcTpauroHHoe [10
13 ABTOMAaTH3MPOBAHHBIN CTAaTUYECKUI U JUHAMUYeCKUN 4
Paspen 5. Ananus koza. aHaius Kozia
14 PyuHotli aHa/mm3 Kozia 2
15 ,Z[I/IHEIMI/I‘-IECKOG TeCTHUPpOBaHUE. ®a33uHr 4
Paspen 6. JuHamuueckoe I 5
16 TeCTHpOBaHHe. PUMEDLI JTYUIINUX TPAKTUK U TIPUEMOB PAa3pA00TKHU 3
6e3onacHoro I10
Bcero 3a 9 cemectp 51
3.3. CamocrosnTenbHas padora crygenra (CPC)
[ | | |
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Ne | Homep u HauMeHOBaHHe Copep)xaHue yueOHOro 3aaHust Oo0nemMm,
n/n pasfena JUCHHIIMHEI 4acoB
Pasgen 1. Beenenue B N3yueHnue ripeyCMOTPEeHHBIX IIPOrPaMMOM ANJaKTHUe CKUX
1  |pa3paboTKy Ge3omacHOro eIVHUL TI0 peKoMeHAyeMoi iuteparype. [loAroToBka K 10
I10O. MIpaKTUYeCKUM 3aHATUAM
Paspen 2. Cnierjuduka V3yueHue npelyCMOTPeHHbIX IIPOrpPaMMOM AWaKTHUe CKHX
2 |6e3omacHocTH web- e/IMHUL] [T0 peKOMeHyeMoH uTeparype. I1oAroToBKa K 10
TIPWIOKEHUH. MPaKTUYeCKUM 3aHATUAM
Paznen 3. Crierfuduika N3yueHnue ripeyCMOTPEeHHBIX TIPOrPaMMOM ANJaKTHUe CKUX
3 |6e3omacHocTtH desktop- e/IMHUL] [T0 peKOMeHyeMol uTeparype. I1oAroToBKa K 10
TIPWIOKEHUH. MPaKTUYeCKUM 3aHATUAM
Pasnen 4. Crienpauxa W3yueHnue npefycMOTpeHHBIX IPOrpaMMOi ANjaKTHUUe CKUX
4  |6e30macHOCTH MOOWIBLHBIX EAIZHI/ILI o ;)elfg/[eHA ;)eMof/i HHTE paIT) ype A 10
TIPWIOKEHUH.
W3yuenue npeyCMOTPeHHBIX IPOrPaMMON AW/JaKTHYe CKUX
5 |Pasgen 5. AHanu3 Koga. eIMHUL] TI0 peKOMeHAyeMoii iuteparype. [loAroToBka K 10
NIpaKTHU4eCKUM 3aHATUSAM
Pasen 6. luHammeckoe N3yuenne Mpe/lyCMOTPeHHbIX MIPOrpamMMOoM U aKTHYe CKUX
6 e/IMHULI 110 peKoMeH/lyeMou yiuteparype. Iloaroroska K 7
TeCTUpPOBaHUe.
NIPaKTU4eCKUM 3aHATUAM
Bcero 3a 9 cemectp 57
4. ®OPMbI KOHTPOJISI OCBOEHUMA JNCLHUII/INHbI
CEMECTP HEJE/IN CEMECTPA
1|2 3 4/5| 6 |7|8 9 10 [ 11 12 13|14 15 16 17
9 3agaH AP 3aman | P 3agaH 3agan | AP | pgud. 3au.

‘YcioBHbIe 0003HAUCHUA:

3ajJiaH — 3a/IaHue;
Tect — Tecr;

[P — nuarHocThyeckast pabora;

. 3a4. — quddepeHIMPOBaHHbIN 3aueT.

TeKymui KOHTPOJIb YCIIeBaeMOCTH CTY/|eHTOB IIPOBOJUTCS B JUCKPETHbIE BpeMeHHbIe NHTePBaJIbl B
crefyromux Gopmax:

[TMarHoCTUYecKas pabora;
3a/laHue;
TECT.

HpOME)Ky'TO‘lHaH dTTeCcTalud IMpOBOAUTCA B CbOpMaX:

I depeHIIMPOBaHHBIN 3aueT.
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5. YYEBHO-METOJIMYECKOE 1 THO®OPMAIIMOHHOE OBECIIEUEHUE
TCIUATUIVHBI

5.1. OcHOBHas JiMTeparypa no JUCLUILIMHE:

1. A. B. babam, E. K. BapaHoga. . Kpuntorpadguueckue Metozb! 3amutel nHGopmanuu. M.: KuoPyc, 2018,
70 3K3.

2. A. Tongcmur. . becipoBogHbie KoMMyHUKaluu. M.: TexHocdepa, 2011, 5 3k3.

3. A. . T'ycera, B. C. Kupees. . BeiunuciuTenbHble CUCTEMBI, CETU U TeJIEKOMMYHUKaLMU. M.: Akagemus,
2014, a51. pec.

4. A. TI. TIsatubparos, JI. T1. T'yabiHo, A. A. KupudeHKo. . BbIUMC/IMTeTbHBIE CUCTEMBI, CETH U
TesilekoMmyHUKarmu. M.: KnoPyc, 2017, 60 3ks.

5. B. U. fIpoukuH. . HdopmarmonHas 6e3onacHocTs. M.: Akagemuyeckuid ITpoekr, 2006, 48 3k3.

6. B. I1. MenbaukoB, A. Y. Kyrnipusinos, T. FO. Bacunbesa. . iHdopMarioHHas 6e301acHOCTh. M.:
PYCAVHC, 2017, 70 k3.

5.2. JlonionHUTeNbHAs IUTepaTypa Mo JUCLUIUIUHE:
He Tpebyercsl.
5.3. [lepuoguyeckue U3gaHus:

1. ABTOMAaTH3aLMsI IPOLIECCOB YIIPaBIEHMUS;
2. NI3Bectust Poccuiickoil akafieMyy pakeTHBIX M apTU//IEPUHCKHX HayK.

5.4. TlepeueHb pecypcoB UH(OPMAI[HOHHO-TEIEKOMMYHHKAITMOHHOW ceTH "VIHTepHeT", HeoOXOAUMBIX /ISt
OCBOEHWsI IUCLIUTITVHBI, 3/IeKTPOHHbIE OMOINOTeUHbIe CUCTEMBI:

1. https://ibooks.ru — DBC AHOyKC.py - 3TO OO0JIBIIION BEIOOD aKTyaAbHOM JTUTEPATyphl /1S BalleH
OUOMMOTEKH B 3/IEKTPOHHOM BU/IE;

2. https://e.Janbook.com — OBC JlaHs;

3. http://www.tnt-ebook.ru — TNT-EBOOK - DnekTpoHHO-0UbMMOoTeYHast CHCTeMa;

4. http://library.voenmeh.ru — ®yHgamenTansHas 6ubmioreka BI'TY « BOEHMEX» um. [J.®. YcTrHOBa;

5. https://urait.ru — I'maBHasi — O6pa3oBarenbHas rnatdopma FOpaiit. st By30B 1 CCy30B..

CoBpeMeHHbIe TpodecCHOHaNbHBIE 6a3bl JaHHBIX:

1. https://rusneb.ru — HaiionaibHast 31eKTpoHHast oubnoreka (HOB);

2. https://cyberleninka.ru/ - HayuHas s/ekTpoHHas 6ubmoreka « KubepieHHHKa»;
http://www.rfbr.ru/rffi/ru/library - ITonHOoTeKcTOBast 3neKTpoHHas 6rbsmoTeka Poccuiickoro doHza
(byHaMeHTalbHBIX UCC/IeOBaHUH.

VHdopmalioHHbIe CIIpaBOYHbIE CHCTEMBI:

1. Texakcnept — MiH(opMalMOHHBIH TTOPTas TEXHUUECKOTO peryarpoBanusi: HopMel, paBusia, cTaHapThl
PdD;

2. http://library.voenmeh.ru/jirbis2/index.php?option=com_irbis&view=irbis&Itemid=457 - B/ TOCTos
cobcrBenHoii reHepauuu BI'TY "BOEHMEX" um. []. ®. YcTuHOBa;

3. http://www.consultant.ru/- KoncynsraatlIntoc- vHGOpPMaLMOHHBIN TOPTas MPABOBOM WHGOPMALIUH.

5.5. IIporpamMMHOe obecIieueHHe:

1. Bloodshed Dev-C++;
2. LibreOffice;

3. Linux;

4. Qt Creator 4.11.14.

5.6. ndopmaliioHHbIe TeXHOIOTUH:

B3aumogeiicTBre ¢ obyuaroumucs nocpegcrsom SMOC Moodle BI'TY «k BOEHMEX» um. [.®. YctuHOBa.



6. MATEPUAJ/IBHO-TEXHUYECKOE OBECIIEYEHUWE JUCITUII/INHBI

6.1. IlpakTHYecKue 3aHATHUA:

1. Bloodshed Dev-C++;
2. LibreOffice;

3. Linux;

4. Qt Creator 4.11.14.

6.2. IIpouee:

1. pabouee MecTo TperofiaBare/isi, OCHaIlleHHOe KOMITBIOTEPOM C JJOCTYTIOM B VIHTEepHeT;
2. paboume MecTa CTy/IeHTOB, OCHAIL|eHHbIe KOMITbIOTepaMH C OCTYIIOM B VIHTepHeT, rpe/iHa3HaueHHbIe
Ju1s1 paboThI B 37IeKTPOHHOM 00pa3oBaTe/IbHOU cpefie.



ITpunoxenue 1
K paoueii mporpaMme AMCLUILIHHbI
NH®OPMAILIMOHHAS BE3OITACHOCTbD PABPABOTKHU ITPOI'PAMMHOI'O OBECITEYEHUSA

AnHoTanusa paboueii nporpaMMsl

Mucuynmmaa THOOPMAIIMOHHAS BE3OITACHOCTB PA3PABOTKU IMPOTI'PAMMHOTIO
OBECIIEUEHUS sBnseTcs AMCLUIVIMHONW YacTH, (OPMHpPYeMOH YyuyacTHHKaMHM 00pa3oBaTe/IbHBIX
OTHOIIeHHWH O/ioka 1, MporpamMmbel IIOATOTOBKM I10 HampaeieHuto 24.05.06 Cucmembl ynpaeneHus
fnemamenbHbIMU annapamamu. JucUuIuiiHa peanvsyercsi Ha ¢akynbrere A PakeTHO-KOCMUYeCKOW TeXHUKH
BI'TY "BOEHMEX" um. [.®. YctunoBa kadeapoii A5 TVUHAMUKA U YIIPABJIEHUE TIOJIETOM
JIETATEJIBHBIX ATITTAPATOB.

Jucrurivaa HatjesieHa Ha hopMHpPOBaHHe KoMhemeHyull:
ITK-93 criocobeH reHepUPOBaTh HOBbIE U/IEU [I/Is PellleH s 3a/1au [UhPOBOH SKOHOMHUKH, abCTParupoBaThCs OT
CTaH/|apTHBIX MOJesIel, MepecTparuBaTh CJIOKUBLIMECS] CIIOCOOBI pellieHus 3a/ja4, BbIIBUraTh ajIbTePHATUBHBIE
BapHaHTHI AeHCTBUH C 1ieJTbI0 BEIPaOOTKY HOBBIX ONTUMAIbHBIX alTOPUTMOB;
ITICK-2.9 Cnioco6HOCTB K pa3paboTKe MPOrpaMMHOr0 obecrieueHus A1 CUCTeM yripaBieHus BITJTA.

CopepkaHve AMCLMIVIMHBI OXBaTblBaeT KPYyr BOIPOCOB, CBf3aHHBIX C OCHOBHBIMU TOHATHSAMU U BUJaMH
3alMiaeMoll  MH(pOpMalL[MM, TMpOLIeCCOM OpraHu3alldd CUCTeMbl 3alllUThl TPEAINpUATHS, YyTeuKaMu
vH(popMalLMY, MeToaMH 3aluThl MH(pOPMalMK U anropuTMamu 1mdpoBaHus. PaccMaTpuBalOTCs OCHOBHBIE
crocobbl IPOHUKHOBEHUSI BUPYCOB B MH(OPMAL[IOHHbIE CHCTEMbI U CETH, BH/IbI BUPYCOB U 3alljUTa OT HUX,
dopmanbHBIe MOZIe/TM 3allUIlaeMbIX CUCTeM M WX TpuMeHeHHe. CereBasi 3amuTa U Oe3ormacHOCTE web u
3JIEKTPOHHOM MOUTBI.

[IporpamMmoii JUCLUITIMHLI TTPelyCMOTPEHBI CJle/IyIollrie BHABI KOHTPOJIA:

TeKyuii KOHTPO/Ib YCIIEBAEMOCTH CTY/[eHTOB TIPOBOJJUTCS B JUCKPETHbIE BpeMEHHbIe NHTEPBAJIBI B
cnenyromux dhopmax:
e MATHOCTUYECKas paboTa;
e 3ajaHue;
* TECT.

ITpoMeKyTouHasi arTecTalusi IIPOBOAUTCS B (hopMax:
e muddepeHITMPOBAHHBIN 3aUeT.

OO01ast TPyZI0EMKOCTh OCBOEHHSI [AUCLUIUIMHBI cocTaBiasger 3 3.e., 108 u. TIporpamMmol AWUCIUTUTUHBI
TpeJyCMOTPEeHBI MpakThueckue 3aHsatus (51 u.), camocrosTenbHas pabota ctyaenTa (57 ).
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IIpunoxenue 2

K paoueii mporpaMme AMCLUILIHHbI
NH®OPMAILIMOHHAS BE3OITACHOCTbD PABPABOTKHU ITPOI'PAMMHOI'O OBECITEYEHUSA

TEXHOJ/IOI'U 1 ®OPMbI OBYUYEHUA

PexkomMmeHganuu

10 OCBOEHHIO JUCLUIUIMHBI /I CTyAeHTa

TpynoeMKOCTb OCBOEHMS JUCLMITIMHEI cocTaBageT 108 4., u3 HUX 51 4. ayJUTOPHBIX 3aHATHM, U 57 4.,
OTBe/|eHHbIX Ha CaMOCTOSITe/IbHYI0 paboTy CTyZeHTa.

PekoMeHzIalIK  TI0  pacripe/ie/ieHHI0  yueOHOTO BpeMeHU M0 BHJ]AM CAMOCTOSITE/TbHOM paboThl M
pasjeniam JVCIUI/IMHLI TIPUBE/IeHbI B TabTHIIE.

KoHTponb 0CBOeHUMs! AWUCLMIUVIMHBI IIPOM3BOAWUTCS B COOTBeTCTBUM C IlonokeHHMeM O TeKylleM,
py6eKHOM KOHTPOJIe YCIIeBaeMOCTH U TIPOMEKYTOUHOM aTTecTariiy 00yJarouxcsl.

®opMBbl KOHTPOJISI M KPUTEPUH OLIeHUBAHUs TIPYBe/ieHbl B TPUIOKeHHH 3 K Paboueii mporpamme.

HaumeHoBaHue PadoThI Pexkomenjiyemas inTeparypa prm:{?éKOCTb’
Pazgen 1. Beegenue B pa3padoTKy 0esomacHoro I10.
S;Z:;:Sﬁ:f? e,aifaﬁ?iﬂii?iﬁ eIVHUL] 110 A. B. babaw, E. K. Baparosa. .

i Kpurrrorpaduyeckrie MeTOZbI 3alUThI 10
PEKOMEHAYEMOMU MTEpaType. nHpopmanuu: M.: KnoPyc, 2018 (T'naBei 1 - 4)
[ToaroToBka K NpakTH4YeCKUM 3aHATUSM

Wroro no pasgeny 1 10
Pazgen 2. Cnenuduka 0e30macHoCTH web-npuiokeHni.
N3yueHue npenycMOTpEHHBIX
MpOorpaMMon AUJAKTUYECKUX €JUHHLY 10 A. Tonpcmut. . becripoBogHbIe KOMMYHUKALMA: M. 10
PEKOMeHyeMOM JIuTeparype. Texnocdepa, 2011 (T'naesi 1 - 3)
[MoaroToBKa K MpakTHYeCKUM 3aHSTUSIM
Wroro no pasgeny 2 10
Pa3gen 3. Cnerjuduka desonacHoctu desktop-npuickeHum.
N3yuenune npefyCMOTpeHHBIX A. TI. TIatubparos, JI. I1. T'yaeiHo, A. A.
TporpamMmoit AMZIAKTHYECKUX eJUHHL] 10 KviprueHKo. . BEIunc/uTenbHbIE CUCTEMB, CeTH U 10
peKOMeH/lyeMOo! iuTeparype. TenekoMMyHuKaluu: M.: KnoPyc, 2017 (Pa3gen 1:
[ToaroroBka K NpakThyeCKUM 3aHATHUAM I'napa 2, Paspen 2: I'naBel: 7,9 - 11)
Wrtoro no pa3geny 3 10
Pa3znen 4. Cnenuduka 0e30macHOCTH MOOM/ILHBIX TIPH/I0XKEHHIA.
E;Z:;;;I;;E eﬂ’i};a“}dg;ziiizﬁ UL TI0 B. 1. ApoukuH. . HH(llOpMaL[I/IOHHaH 0e30MacHOCTb: 10

. M.: Akagemuueckuii [Tpoekt, 2006 (I'maBsr 3,4)
peKoMeHAyeMOU uTepaType

Urtoro no pasgeny 4 10

Pa3pen 5. AHa/u3 Kopja.

Wsyuenne NDEAYCMOTDEHHBIX A. N.Tycesa, B. C. Kupees. . BerunciurenbHbie
MpOTpamMMOn AHAAKTUHECKIX EAMHUL IO CHCTEMBI, CeTH Y TeJIleKOMMYHHUKaLuu: M.: 10
PEKOMEH/1yEMOM MTEPATyPE. Axkazemust, 2014 (Pa3gesnsbi 4 - 6)
[ToaroToBKa K NpakTU4YeCKUM 3aHATUSM

Wroro mo pa3zeny 5 10

Pa3zfen 6. [luHaMuueckoe TeCTUpOBaHMe.

E;Z:;;;I;;E Z%Caﬁ;?{iﬁ;? & UL 110 B. I1. MenbHukoB, A. 1. KynpusiHos, T. FO.

o BacusnbeBa. . IHbopmMalioHHasi 6e30macHOCTb: M. 7

PEKOMEHAYCMOM TMTEPATYPE. PYCAMHC, 2017 (Tiassi 4 - 7)
[MoaroToBKa K MpakTHYeCKUM 3aHSTUSM
Urtoro no pasgeny 6 7
11 26796



IIpunoxenue 3
K paoueii mporpaMme AMCLUILUIHHbI
NH®OPMAILIMOHHAS BE3OITACHOCTB PA3BPABOTKHU ITPOI'PAMMHOI'O OBECIIEUEHHNSA

®OH/J] OODEHOYHBIX CPECTB

®DoH/| O1[eHOYHBIX CPe/CTB, MO3BOJISIONIHE OL[eHUThL Pe3y/IbTaThl 06yUeHH s 10 JaHHOM AUCIUITINHE, BKIFOUYAIOT
B ce0s:

e UarHocTUYecKas paborta

* TeCT;

e 3ajiaHue;

e muddepeHITMPOBAHHLIN 3aUeT.

Kputepuu oneHuBaHus

Juarnocruyeckas pabora
[uarHocTtrueckast pabora mpoBogutcs B popme Tecta B SNOC Moodle:

e IIpU NIPaBUJILHOM OTBeTe MeHee yeM Ha 60% BOIPOCOB - He aTTeCTallys;
¢ TIpU MpaBWIBHOM OTBeTe Ha 60% BOTIPOCOB U OoJiee - aTTecTarysl.

Tect

TecroBoe 3asjaHye COCTOUT U3 5 BOIIPOCOB.
BepHbIii OTBET Ha O/IMH BOMPOC OljeHHBaeTcs B "1" 6asu1. YcreniHoe HarmrcaHue TeCTOBOTO 33/jaHUsS
TMo7ipa3yMeBaeT MPaBWIBHBIN OTBET He MeHee UeM Ha TpH Boripoca (3 6asa).
TecToBble 3ajaHus M0 AUCLUITIMHE TIpUBeeHbl B Y MK 1o aucuurivHe.

3agaHue

Mo xaxgoMy M3 pa3zenoB JUCLUIUIUHLI (KpOMe pasjena 1) BhIMOIHIeTCS] UHAWBU/ya/lbHOE 3a/laHue.
BapuaHnTsl MHAUBUAYaIbHBIX 3aaHuii TipuBeeHbl B YMK 1o aucuuriivse.
Ilomyck K 3a/1aHuIO0 He TpeOyeTcs. 3aZiaHusl BLITTOJTHAOTCS U 3allUIIAI0TCA Ha MMPAKTUUECKUX 3aHSATHUSIX.
3amuTa 3afaHust MPoxXoAuT B hopMe JoK/Iazia 00yJarolerocs 1o BLIMOJHeHHOH paboTe ¥ OTBeTOB Ha BOTIPOCHI
nperiofiaBaresisi. B ciydae, ecyiv oBefieHre 00yJaroiierocsi BO BpeMsi 3al[UThl COOTBETCTBYIOT HEOOXOJUMbIM
TpeOOBaHMsAM, OH TIO/TyYaeT MaKCUMabHOe KomuuecTBo 6asios (5).
OCHOBaHUSIMU JIJTsI CHYDKEHHUS KOJIMuecTBa 6aiioB B quarna3oHe ot max (5) o min (3) SIBAAOTCS:
- HECOOTBETCTBUE TIPOTPAMMHOT0 TIPHU/IOXKEHUSI YKa3aHHBIM TpeboBaHUsM, ero Heah(HeKTUBHOCTh WK
HeKOppeKTHast paboTa;
- HEBepHbIe OTBETHI Ha BOMPOCHI UM OTCYTCTBUE OTBETOB;
- HeCBOEBPEMEHHOCTh BBITOHEHHUS Y 3al{UThl UHAUBUYAIBHOIO 3a/laHUsl.
s mostyyenust onjeHKHU 5" - CTyZIeHT [JOJDKeH OTBETUTh BEPHO Ha 5 BOIIPOCOB IIPerofaBaresis 110 TeMe
3amanus,
JJIS TIOJTyYeHUs OLIeHKH "4" - CTyZIeHT JOJDKeH OTBEeTUTh BEPHO Ha 4 BOIpocCa Ipernojasaresis 1o TeMe 3aJaHus,
JJIS TIOJTy4YeHUs OLleHKH "3" - CTyZIeHT JOJDKeH OTBEeTUTh Ha 3 BOMpOCa Mperojasaresis 1o TeMe 3afaHusl.
BapuanTsl 3a/jaHuiit npezictaBieHsl B YMK JUCHUTUIMHEL

JuddepennmpoBaHHbIii 3aueT

ITpomeskyTouHas aTTecTaLys 1o JUCLIUIIIMHE TIPOBOAUTCS B (popMe AnpdepeHLIPOBaHHOIO 3a4eTa,
KOTOpBIY MIPOCTABJISIETCS TPU YCJIOBUHM BBITIOJHEHUSI BCeX MEPOTPUSTUM, pelyCMOTPeHHbBIX rpaduKomM
KOHTPOJIbHBIX MEPOTIPUSITHH 110 pe3y/bTaTtaM paboThl B CEMeCTpe.
Orjenka 3a auddepeHIMPOBAaHHBIN 3aUeT BLICTAB/ISETCS, KaK cpeiHee aprudmMeTrueckoe CyMMapHBIX OIeHOK,
MOTyYEeHHBIX 00yUarOIUMCS 3 BLIMOTHEHHe 5 3a/jaHu (TI0 KaXK/IOMY U3 pasfie/sioB JUCLIMTUTUHBI, KpOMe
pasgena 1) u Tecra.
Kpurepun ouennBanus A depeHIMPOBAHHOTO 3a4eTa :
- OLIEHKA «3a4TeHO - OT/INUHO» BBICTAB/SIETCsl 00yUaroLeMycsi, ecJii cpefHee apudMeTHIecKoe OL[eHOK,
TMO/TyYeHHBIX VM 3a BBITIOJIHEHWe 5 33/]JaHWi U TecTa paBHO 4.5 6asijioB U BIIIIE;
- OLIEHKA «3a4YTeHO - XOPOIIIO» BBICTAB/ISAETCS 00yJaroeMycs, eCiv cpefiHee apuMeTHUeCcKoe OLIEHOK,
MOTyYEeHHBIX MM 3a BBITIO/THEHeE 5 33/JaHWH U TeCTa HaXOAUTCA B Tipesienax 3.5 - 4.4 6anna;
- OLIEHKA «He 3aUTEeHO» BBICTABJISETCA 00yUaroOIeMyCs, eC/TH Cpe/iHee apuMeTUUeCcKoe OL[eHOK, OTyYeHHbBIX
VM 3a BBITIOJTHEHYE 5 3alaHWH U TeCTa HaXOUTCS B Tipefiesiax 2.4 Oasiia v HIKe;
- BO BCeX JIPYTUX C/iydasix 00ydaroleMycsi BEICTAB/SIeTCS OLleHKa «3auTeHO - yAOB/IETBOPUTETBHO».
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[MacriopT doHa OLIEHOUHBIX CPeJICTB

AynuTopHBIe <
3aHATHA B g °\c: E
KOHTAKTHOM % 5 = = g %
¢opme = g 2E T =
a -] = o < =1
= = ] o
&) 0 o o g = =T ==}
& o |HaumenoBaHMe pa3je/ioB U JUAAKTHYECKUX £ g2 = el
>’ e = N4 e v e = m =
| 2 iy S| o Ez|ES| 8 | 25
) Rl S FE|lgs S I
52} =R 2E =T
o EEIX|lR" @ = =0
R 23|90 @ |4 | IX
& | g
S o
5 9 Pazgen 1. BBeenne B pa3paboTKy 16 6 6 10 15 | 15 Tecr
6esomacuoro I1O.
5 9 Paszpgen 2. Cgeumbm(a 0esonmacHocTu web- 2 12 12 10 10 | 10 Tecr,
TIPU/IOJKeHHUH. 3azaHue
5 9 Pa3pen 3. Cneum])m(ua OesomacHoCTH 2 12 12 10 20 | 20 Tecr,
desktop-npuioKeHUM. 3anaHue
5 9 Pazpen 4. Cnenuduka ﬁefonacnocnl 18 8 8 10 10 | 10 Tecr,
MOOM/IBHBIX MPU/IOKEHMIA. REVIE: 315
5 | 9 |Pasjen5.Ananus Kopa. 16 | 6 6 | 10 | 25 | 25 | Tecw
3agaHue
Tecr,
5 9 |Pa3pen 6. [luHaMHuyeckoe TeCcTHPOBaHMe. 14 7 7 7 20 | 20
3agaHue
Bcero 3a 9 cemecTp 108 | 51 51 57 | 100 | 100
Bcero nmo gucCIUIIHHE 108 | 51 51 57 | 100 | 100
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Kputepuu oneHuBaHus

IIK-93
Bonpocbl omkpbimozo muna:

Ne 1 Yro o3Hauaet Stateful?

Ne 2 Kak Ha3sbIBaeTcs ieprof; BpeMeHH, KOTOPbI HaYMHAeTCsl C MOMEHTA TIPUHSATHUS O
peleHuy co3zganus [10 1 3akaHUMBAETCS] B MOMEHT ero MOJIHOTO U3bSTHUS U3
9KCILTyaTaluu?

Ne 3 Uro o3HauaeT Stateless?

Ne 4 Urto noMumo uieHTHhHKAIMU pecypca rpegocTtasiaser URL?

Ne 5 Uro o3Hauaer http B “http://example.com”?

Ne 6 Uto Takoe SQL-UHBEKLIUS?

Ne 7 Kakoe rnaBHOe TpeboBaHue /17151 cpabaThiBaHUS SQl-MHBEKI[UH?

Ne 8 Korza TouHO BO3HUKaeT ysA3BUMOCTb TUMA “BHe/ipeHre KoMaHz ?

Ne 9 Uro Takoe XSS?

Ne 10 Uro takoe SSRE?
Bonpocsbl 3akpbimozo muna:

Ne 1 Yro Takoe 6e30mMacHOCTH?

[Tono)xeHre, TIPK KOTOPOM He YTPO’KaeT OMacHOCTh KOMY-HUOYb WM ueMy-HUOYIb
IMonoxkeHue, TIPHU KOTOPOM €CTh yTrpo3a OMacHOCTH KOMY-HUOY/Ib WM YeMy-HUOY/Ib
[MonoxeHue, IpU KOTOPOM He YTPOXKaeT OMacHOCTb KOMY-HUOYIb
IMonoxeHue, TIPY KOTOPOM He YTPOXKaeT OMacHOCTb YeMy-HUOY/Ib

ITonokeHue, TIPHU KOTOPOM €CTh yrpo3a OMacHOCTH KOMY-HUOY/b
Ne 2 Yro Takoe HHGOPMaI[MOHHAsA 6€30MacCHOCTD?

TIPpAaKTHWKa NpeaoTBpallleHUA HECAHKLIMOHMPOBAHHOT'O JOCTYIId, UCITO/Ib30BAHUA,
PACKpPLITHSA, HCKAXKeHUA, U3MEeHEeHUA, UCC/IeJ0BaHuA, 3allMCHU WUJIW YHUUTOXXEHUA

MH(bOPMaliH, BHE 3aBUCUMOCTH OT (DOPMbI €€ Mpe/iCTaB/IeHus (3JIEKTPOHHOUN U/TH
(hu3rUecKoin)

IMPpAKTHWKA He MIpeJoTBPallieHdA HeCAHKIITMOHMPOBAHHOT'O JOCTYIId, UCITO/Ib30BaHUAA,
PAaCKpLITHSA, HCKAXKeHUA, U3MEHEHUA, UCC/IeJ0BaHUA, 3allMCH WUIHW YHUUTOXXEHUA

vHbOopMal, BHE 3aBUCUMOCTH OT (OPMBI eé IpeZicTaB/ieHus (3/1eKTPOHHOM U/TH
(hu3rUeCcKoi)

MIPAKTHKA MPeIOTBPAIlleHUs] HeCAHKIIMOHUPOBAHHOTO IOCTYTIA, UCTIO/Ib30BaHMS,
PACKPBITHsI, UCK)KEHUs, U3MEHeHUsI, UCC/Ie0BaHNs, 3aITUCH WJTH YHUUTOXKEHHUST
vHbOpMaIH, BHE 3aBUCUMOCTH OT (GOPMBI eé IpeZicTaB/IeHus (3/1IeKTPOHHOM U/TH

(hr3rueckoin)
Ne 3 N3 vero cocrout tpuaga CIA?

KOH(UIeHLIUATBEHOCTb, 11e/I0CTHOCTD, OCTYITHOCTh
KOH(pUeHITUATBHOCTh, 1[eI0CTHOCTb, 3all[UILeHHOCTh
vH(OopMaLIys, LIe/I0CTHOCTb, 3allUIIIeHHOCThb
KOH(UAEeHLIUATEHOCTb, JOCTYITHOCTD, 3all{UIIIeHHOCTh

vH(MOopMaLys, [1eJIOCTHOCTD, AOCTYITHOCTh
Ne 4 Kakue kaTeropuut peKoMeH/yeTcst 100aBUTh B 0OHOB/IEHHBIN CITUCOK yTPO3?

HEBO3MO)KHOCTb OTKa3a, [J0CTOBEPHOCThb
KpoccriaTrOpMeHHOCTb

MOOWIBHOCTD
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Ne 5

Ne 6

Ne 7

Ne 8

Ne 9

TeCTUPYeMOCThb

JKU3HEHHOCTh
YTo AB/ISETCS OAHUM M3 BaXKHEHIIINX KPUTEPHEB KaueCTra (HaZeXKHOCTH)
pa3pabaTbIBaeMOro IpOrpaMMHOr0 06eCrieueHu st

Bbe3onacHocTh
HoctynHocTh
KonduaeHIMaILHOCTE
OTCyTCTBUE LIeJIOCTHOCTH

KpoccninardhopMeHHOCTE
Tpu 0CHOBHBIE KaTeropHu yrpos, ornpezeneHHbie Matikiom [lIpénepom?

He dBTOPHU30BdAHHOE PACKDLITHE I/IHCl)OpMaL[I/II/I, He aBTOPU30BaHHOE M3MEHEHNE
I/IHCl)OpMa]_[I/II/I, He aBTOpH3OBaHHBIﬁ OTKd3 B JOCTyTI€E

aBTOPH30BaHHOE PAaCKpbITHEe NH(OPMAIUY, He aBTOPHM30BaHHOE U3MeHeHe
vH(OpMaLyK, aBTOPM30BaHHLIM OTKa3 B JOCTYIIe

He aBTOPH30BaHHOE pacKphITHe WH(OPMAIIUH, aBTOPU30BAHHOE U3MEHEHUE
vH(OpMaIK, He aBTOPU30BaHHbIM OTKa3 B JOCTYTIE

aBTOpH30BaHHOE pacKpbITHe WHPOPMaLMK, aBTOPU30BaHHOE U3MeHeHue nH(opMalvy,
aBTOPU30BaHHBIN OTKAa3 B JOCTYIIe

He aBTOPU30BaHHOE PACKPBITHE UH(OPMAIINY, ABTOPU30BAHHOE M3MEHEHUE
vHbOpMal1, aBTOPU30BaHHLIM OTKa3 B JOCTYIIE

Kak Ha3bIBaeTCsl ITPOEKT, B paMKax KOTOPOro pa3paboTaHbl METO/0/IOTHH TeCTHPOBAHHUS
6esomacHoctu I107?

OWASP
MITR
Microsoft
Cisco

LOTR
Yro 3a TUN OImIMOKKU ObL1 0OHApY>keH B aBHasiakiHepax 787 Dreamliner B 2015 r?

[TepenonHenue namMsaTu
[Tepenonnenue pysns
[TepenosniHeHVe BbICOTHI
HernpaBuibHble 1pasa fA0CTyMA

[NeperonHeHye 3Hepro3arpar
Kakas oribka nprBesia K HeyJjauHoMY 3amycKy Ariane 5?

He aparnitripoBaiu cucTeMbl MHepLMaAbHOW HaBUTallUU U3 MpeAbIAyIei Bepcuu
[TepenonHuICcs yKasaTesib Ha NaMSTh

[IpornyiiieH CMMBOJ B KOZie

He coBnazeHne TUIOB epeMeHHbBIX

He o6Hymumu Bpems crapta
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Ne 10 Uro takoe HTTP?
Hyper Text Transfer Protocol — «ITpoToKO/ Mepe/iauu TUIepTeKCTa»
High Text Transfer Protocol — «mpoTokon nepesaun BEICOKOTO TEKCTa»
Hyper Tetrahedron Transfer Protocol — «TpoTokos riepejauv Turiep TeTpaiiepa
JAHHBIX»
Hydrogen Tetrahedron Transfer Protocol — «IipoTokos riepeiauy BOZ0OPOIHOTO
TeTpaiiiepa»

High TByte Transfer Protocol — «mpoTokon nepefjaun Tepabaiita JaHHBIX»

IICK-2.9

Bonpocbl omkpblmoz2o muna:

Ne 1 Urto Takoe URI?

No 2 Kakyto U3 BCTPOEHHBIX UNiX-yTHIUT MOXXHO HCIT0/Tb30BaTh JIJIs1 MOMCKA Hebe30MmacHbIX
(yHKUHN?

Ne 3 ITo KakoMy KOCBEHHOMY TPU3HAKY MOXXHO OTIPeZIe/TUTh Ha/luuue YSI3BUMOCTH, €C/H
BBITIOJTHEHHE KOMaH/bI He 0TOOpaXkaeTcst Ha CTPAHULIE?

Ne 4 B uem ominune metoga HEAD ot GET?

Ne 5 Kax Ha3biBaeTcst tin SQL-MHBEKIMY, eciv omrbka B SQL 3arpoce nomnaziaeT B
cogepxxumoe HTML crpanunib?

Ne 6 Urto Takoe SSTI?

Ne 7 Urto Takoe XXE?

Ne 8 Uro takoe CVE?

Ne 9 Uro Takoe cwe?

Ne 10 Urto Takoe IDOR?
Bonpocbl 3akpbimo2o muna:

Ne 1 [Tepeuncimre Bce ypoBHU Mogenn OSI
ITpuknaauoii, [Tpeacrapnenusi, CeaHcoBsiid, TpancnopTHbii, CeTeBo, KaHambHBIMH,
®Du3nueCcKut
[MpuknaaHoit, ®r3nueckuii, I3MeHUUBLIN, ATle/UISLIMOHHBIN, MarucrpanibHbIi
Marnetuueckuit, CaHaiuoHHbIH, KogupoBanbHbii, [11ab10HU3MPOBAHHbIH,
3arotoBute/ibHBIN, [IpefcTaBnenus
TpancrnoptHbii, CeTeBoM, JJaTpoBaHHbBIH, TabMMuHbIM, XapakTepucTHyeCcKUi
ITpuknagnoi, aentuunsiii, CeaHcoBbli, Habmoparebckuii, XaoTHUHBIH,
JKypHanbHbBIN

Ne 2 [Tepeuncnure Bce ypoHu TCP/IP (DOD) momenu
INpuknagHoi, TpaHcropTHbI, MeskceTeBoi, KaHanbHBIN
[MpuknagHon, ®usnueckuii, VI3MeHUUBBIN, AN/ IALMOHHbIN
Marnetuueckuii, CaHaluoHHbIN, KogupoBanbHeii, [11abnoHW3MpOBaHHBIN
TpancrnioptHbiii, CeTeBoil, [aTrpoBaHHbIHN, TabmMuHbIHI
IMpuknaguoi, nentuunbiii, CeaHCOBBIN, Xa0THUHbIM

Ne 3 Uto penaet metog OPTIONS?

Cnmcok goctynHbeix metogos ansg URL
CHOMCOK JOCTYITHBIX IPOTOKOJ/IOB

Cricok AOCTYITHBIX THUIIOB EIYTEHTI/I(])I/IKEII_[I/II/I
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No 4

Ne 5

Ne 6

Ne 7

Ne 8

CrMCcoK OCTYIHBIX http-3arosoBkoB

CHMCOK JOCTYITHBIX OILUM cepBepa
OpauH U3 MeTO/IOB NIPeAOTBpallleHts JOCTYTIa K UyBCTBUTEIbHBIM JAaHHBIM

He XpaHWTh UyBCTBUTE/IbHBIE JAaHHBIE B OTKPBITOM [JOCTYTIE
Ony6sMKoBaTh 63Kar 6a3bl JaHHBIX Ha MTy0O/JIMYHOM CepBepe
OcTaBuTh yCTAaHOBOUHbBIE (aii/ibl Ha cepBepe

He yzansiTh CKpbITbIE KOITUK OTPeJAKTUPOBAHHbBIX (aiiioB

He orpanuumBarh AOCTYI K a[MUHUCTPATUBHON TIaHe !

Kakoit ciMBO/T yallle BCero UCIo/Ib3yeTcs 7Sl OTipe/ie/ieHUs HaTuuusi BO3MOYKHOCTH
“Bresnpenus komaHz” Ha ypoBHe OC B 1osie BBO/ja 110/Ib30BaTe/ieM?

«)»

Kak o603HauaeTcst KommeHTapuii B MySQL 3aripocax?

Uro Takoe MeskcatiToBas rog/enka 3arnpocos (CSRF)?

3TO aTaka, NPU KOTOPOM 3/I0YMBIIIIEHHUK MOYKET BLITIONIHUThL BPeJOHOCHBIE JIeliCTBUS OT
Balllero MMeHU Ha [IpyroM cepBepe, UCIOo/b3Ys Ballly ayTeHTU(HUKALIHIO.

9TO THUII aTAKH Ha Be6—CI/ICTeMbI, MMPpU KOTOPOM 3JIOYMBILIJIEHHUK BHEZIPAET BpeAOHOCHLIﬁ
KO Ha CTpaHHULly, BbIJaBA€MYIO BeG—CHCTEMOﬁ, " nojiydadeT AOCTYIT K paCIIMPDEHHOMY

AOCTYIIy K BebO-crucTeMe UK dBTOPHM3dlJMOHHBIM [JdHHBIM I10/1b30BaTe/Id

3TO yS3BUMOCTh, KOTOPasi II03BOJIsIeT 3/I0yMBILIEHHUKAM BBITIO/HATE 3alIPOCHI Ha
cepBepe OT IMEeHM JPyTUX CePBEpPOB B CETU

3TO TWII aTaKH, IPH KOTOPOM XaKepbl SKCIUTyaTUPYIOT CHHTAKCHC 111ab/IOHOB Ha CTOPOHE
cepBepa ¥ BHEAPSIIOT BPeZOHOCHYIO TI0J/Ie3HY0 Harpy3Ky, U3MeHsisl ToBe/jeHue 111abioHa

3TO THII aTaKW, KOTOPBIM UCITO/Ib3YeT YI3BUMOCTH B aHaim3aropax XML. B xoze aTaku

XXE 3/10yMBIIUIEHHUK MOKET BHEIDUTh CIIeLiMaJbHO CO3ZaHHbI XML -KOHTEHT B
TIpUIoXKeHye, 0b6pabaTeIBatolIiee ero

MeTo/1b1 3a11[UTHI OT MexxcakiToBol roaenku 3anpoco (CSRF)?
CSRF-tokeHn, Same-Site Cookie Flag

sql-uHbexIus

MEKCKPHITTOBBIM 3armpoc

sqlmap

burp
17



Ne 9 Kakurie KOHCTPYKLIMM pPeKOMeHIyOTCs /151 SKcryatauuu JSON-uHbeKun?
$ne, $gt, $lt
$echo
$plus , $minus
$equal
$injection
Ne 10 Kaxk HasbiBaeTcs ITO /151 oGecrieueHyst 6e30macHOCTH BeO-TIPU/IOXKEHUH, UCIIOb3yeMoe
[JJIl TeCTUPOBAHUS Ha TIPOHUKHOBEHHE
BURP
ROCKETMOVE
MySQL
SQLGO

COPYSQL
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